
‭Omnidoc Platform General Terms and Conditions of Use‬

‭Update: 06/23/2025.‬

‭1.‬‭Purpose‬

‭These‬‭General‬‭Terms‬‭and‬‭Conditions‬‭of‬‭Use‬‭(hereinafter‬‭the‬‭"‬‭GTCU‬‭")‬ ‭govern‬‭the‬‭conditions‬‭of‬‭access‬‭to‬‭and‬‭use‬‭of‬‭the‬
‭"Omnidoc"‬ ‭platform,‬ ‭accessible‬ ‭at‬‭www.app.omnidoc.de,‬‭which‬‭enables‬‭Healthcare‬‭Professionals‬‭to‬‭be‬‭put‬‭in‬‭contact‬
‭with‬ ‭each‬ ‭other‬ ‭for‬ ‭the‬ ‭purposes‬ ‭of‬ ‭carrying‬ ‭out‬ ‭eConsult‬‭,‬ ‭for‬ ‭any‬ ‭Healthcare‬ ‭Professional‬ ‭who‬ ‭has‬ ‭created‬ ‭a‬ ‭User‬
‭Account under the conditions more fully defined below (hereinafter the "‬‭Platform‬‭").‬

‭The‬‭Platform‬‭is‬‭published‬‭by‬‭Omnidoc,‬‭SAS‬‭with‬‭a‬‭share‬‭capital‬‭of‬‭1939.89€‬‭euros,‬‭whose‬‭registered‬‭office‬‭is‬‭located‬‭at‬
‭9‬‭rue‬‭des‬‭Colonnes,‬‭75002,‬‭Paris,‬ ‭and‬‭is‬‭registered‬‭with‬‭the‬‭Paris‬‭Trade‬‭and‬‭Companies‬‭Registry‬‭under‬‭number‬‭847‬‭506‬
‭144 (hereinafter, "‬‭Omnidoc‬‭" or "‬‭We‬‭").‬

‭Email : kontakt@omnidoc.de‬
‭VAT number: FR 34847506144‬

‭Publication manager: Mr. Baptiste Truchot‬

‭The‬‭personal‬‭health‬‭data‬‭collected‬‭and‬‭processed‬‭as‬‭part‬‭of‬‭the‬‭use‬‭of‬‭the‬‭Omnidoc‬‭Platform‬‭are‬‭hosted‬‭by‬‭an‬‭approved‬
‭health host, in accordance with the provisions of article L.1111-8 of the French Public Health Code.‬

‭In‬‭particular,‬ ‭health‬‭data‬‭are‬‭hosted‬‭by‬ ‭OVH‬‭,‬ ‭Registered‬‭office:‬‭2‬‭rue‬‭Kellermann‬‭-‬‭59100‬‭Roubaix‬‭-‬‭France‬‭Cedex‬‭,‬‭RCS‬
‭Lille‬‭Métropole‬‭424‬‭761‬‭419‬‭00045.‬‭Server‬‭management‬‭is‬‭provided‬‭by‬ ‭Partitio‬‭,‬ ‭8,‬ ‭rue‬‭Claude-Marie‬‭Perroud‬‭–‬‭31100‬
‭Toulouse,‬‭N°‬‭SIRET‬‭:‬‭44987673900052,‬‭N°‬‭TVA‬‭Intracommunautaire‬‭:‬‭FR68449876739,‬‭APE‬‭:‬‭7022Z,‬‭T.‬‭:‬‭+33‬‭(0)5‬‭34‬‭60‬‭42‬
‭84.‬

‭2.‬‭Definitions‬

‭"Administrator"‬‭:‬ ‭means‬‭an‬‭employee‬‭or‬‭Member‬‭of‬‭the‬‭Network,‬‭authorized‬‭by‬‭the‬‭Customer‬‭who‬‭has‬‭entered‬‭into‬‭a‬
‭Contract‬‭with‬‭Omnidoc,‬‭to‬‭create‬‭and‬‭manage‬‭User‬‭Accounts‬‭and‬‭to‬‭perform‬‭number‬‭of‬‭actions‬‭on‬‭the‬‭Platform‬‭based‬
‭on the subscription made by the Customer.‬

‭"Mobile‬‭Application‬‭"‬‭refers‬‭to‬‭the‬‭mobile‬‭application‬‭which‬‭can‬‭be‬‭downloaded‬‭by‬‭Users‬‭and‬‭Administrators‬‭in‬‭order‬‭to‬
‭access‬ ‭the‬ ‭Platform‬ ‭by‬ ‭logging‬ ‭in‬ ‭using‬ ‭their‬‭User‬‭Accounts.‬‭The‬‭Application‬‭can‬‭be‬‭downloaded‬‭on‬‭IOS‬‭and‬‭Android‬
‭platforms.‬

‭"‬‭Supervisory‬‭Authority‬‭"‬ ‭has‬‭the‬‭meaning‬‭attributed‬‭to‬‭this‬‭term‬‭in‬‭Article‬‭4‬‭of‬‭European‬‭Regulation‬‭2016/679‬‭of‬‭April‬
‭27, 2016 (hereinafter, the "‬‭GDPR‬‭").‬

‭1‬



‭"‬‭Customer‬‭": means the entity that has entered into‬‭a contract with Omnidoc for the needs of its Network.‬

‭"User‬‭Account"‬‭:‬ ‭means‬‭the‬‭account‬‭enabling‬‭the‬‭User‬‭to‬‭access‬‭its‬‭private‬‭and‬‭secure‬‭space‬‭on‬‭the‬‭Platform,‬‭created,‬
‭as‬‭applicable,‬‭(i)‬ ‭directly‬‭by‬‭the‬‭User‬‭on‬‭the‬‭Platform;‬‭(ii)‬ ‭by‬‭Omnidoc,‬‭according‬‭to‬‭the‬‭instructions‬‭communicated‬‭by‬
‭the‬‭Customer‬‭or‬‭its‬‭Administrators,‬‭for‬‭the‬‭needs‬‭of‬‭Authorized‬‭Users‬‭who‬‭will‬‭be‬‭able‬‭to‬‭access‬‭the‬‭Platform‬‭through‬‭a‬
‭connection link provided by Omnidoc; or (iii) by the Administrator(s) for the needs of Authorized Users of the Network.‬

‭"Contract‬‭":‬ ‭means‬‭the‬‭contract‬‭entered‬‭into‬‭between‬‭Omnidoc‬‭and‬‭a‬‭Customer,‬‭the‬‭purpose‬‭of‬‭which‬‭is‬‭to‬‭determine‬
‭the‬‭conditions‬‭applicable‬‭to‬‭the‬‭provision‬‭of‬‭the‬‭Platform‬‭to‬‭Authorized‬‭Users‬‭of‬‭a‬‭Network,‬‭to‬‭the‬‭parameterization‬‭of‬
‭the Omnidoc Service and to the related support services.‬

‭"Personal Data"‬‭: has the meaning attributed to this‬‭term in Article 4 of the GDPR.‬

‭"Health data":‬‭has the meaning attributed to this‬‭term in Article 4 of the GDPR.‬

‭"Identifiers‬‭"means‬‭the‬‭email‬ ‭address‬‭identifying‬‭a‬‭User‬‭("login")‬‭and‬‭the‬‭associated‬‭connection‬‭password‬‭("password”)‬
‭used‬‭by‬‭any‬‭User‬‭to‬‭connect‬‭to‬‭the‬‭Platform,‬‭created‬‭by‬‭Users‬‭under‬‭the‬‭conditions‬‭more‬‭fully‬‭described‬‭in‬‭article‬‭6.3‬‭of‬
‭the GTCU.‬

‭"Parties"‬‭: refers jointly to Omnidoc and the User.‬

‭"‬‭Data Subjects‬‭": has the meaning attributed to this‬‭term in Article 4 of the GDPR.‬

‭"Platform"‬‭: has the meaning given article 1 "Purpose"‬‭of these GTCU.‬

‭"Healthcare‬ ‭Professionals"‬ ‭refers‬ ‭to‬ ‭Healthcare‬ ‭Professionals‬ ‭as‬ ‭defined‬ ‭by‬ ‭the‬ ‭French‬ ‭Public‬ ‭Health‬ ‭Code,‬ ‭or‬ ‭their‬
‭equivalent‬ ‭in‬ ‭other‬ ‭countries‬ ‭and‬ ‭may‬ ‭access‬ ‭the‬ ‭Platform‬ ‭provided‬ ‭that‬ ‭the‬ ‭conditions‬‭set‬‭out‬‭in‬ ‭Article‬‭6.1‬ ‭of‬‭the‬
‭GTCU‬‭are‬‭met.‬‭This‬‭term‬‭refers,‬ ‭as‬‭the‬‭case‬‭may‬‭be,‬‭to‬‭Individual‬‭Professionals‬‭and/or‬‭Network‬‭Professionals‬‭who‬‭may‬
‭act as Referring or Consulting physicians.‬

‭"Individual‬ ‭Professional"‬ ‭means‬ ‭a‬ ‭Healthcare‬ ‭Professional‬ ‭using‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭via‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬
‭Mobile Application in the context of and for the needs of an individual practice (a fortiori self-employed).‬

‭"Network‬ ‭Professional"‬‭:‬ ‭means‬ ‭a‬ ‭Healthcare‬ ‭Professional‬ ‭using‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭via‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬
‭Mobile Application within the framework and for the needs of a Network.‬

‭"‬‭Applicable‬‭Data‬‭Protection‬‭Regulation‬‭"‬ ‭means‬‭the‬‭GDPR‬‭and‬‭French‬‭law‬‭n°78-17‬‭of‬‭January‬‭6,‬‭1978,‬‭known‬‭as‬‭the‬‭Loi‬
‭Informatique‬‭et‬‭Libertés,‬‭as‬‭well‬ ‭as‬‭any‬‭applicable‬‭national‬‭law‬‭transposing‬‭European‬‭Directive‬‭2002/058/EC‬‭of‬‭July‬‭12,‬
‭2002, known as the e-Privacy Directive, as regularly updated, amended and/or replaced.‬

‭"Referring‬‭Physician"‬‭:‬ ‭refers‬‭to‬‭the‬‭Healthcare‬‭Professional‬‭requesting‬‭an‬‭eConsult,‬‭via‬‭the‬‭Platform,‬‭from‬‭one‬‭or‬‭more‬
‭Consulting Physician(s), User(s) of the Platform.‬

‭"Consulting‬‭physicians‬‭”:‬ ‭means‬‭the‬‭Healthcare‬‭professionals,‬ ‭Users‬‭of‬‭the‬‭Platform,‬‭responding,‬‭via‬‭the‬‭Platform,‬‭to‬‭a‬
‭eConsult request from a Referring physician.‬

‭"Network"‬ ‭means‬‭a‬‭collective‬‭project‬‭set‬‭up‬‭within‬‭a‬‭hospital,‬ ‭private‬‭practice‬‭and/or‬‭any‬‭other‬‭type‬‭of‬‭organization,‬
‭which‬ ‭has‬ ‭subscribed‬ ‭to‬ ‭the‬ ‭Platform‬ ‭by‬‭entering‬‭into‬‭this‬‭Agreement‬‭with‬‭Omnidoc‬‭for‬‭the‬‭purpose‬‭of‬‭enabling‬‭the‬
‭deployment‬‭of‬‭eConsult‬‭within‬‭their‬‭organizations‬‭and/or‬‭territories‬‭through‬‭access‬‭to‬‭and‬‭use‬‭of‬‭the‬‭Platform‬‭by‬‭the‬
‭Healthcare‬ ‭Professionals‬ ‭attached‬ ‭to‬ ‭it.‬ ‭A‬ ‭Network‬ ‭is‬ ‭referred‬ ‭to‬ ‭as‬ ‭a‬ ‭Consulting‬ ‭physicians‬ ‭or‬ ‭Referring‬ ‭physicians‬
‭Network, depending on whether it is organized around the response or solicitation of eConsult.‬
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‭"Referring‬‭Network"‬‭:‬ ‭refers‬‭to‬‭a‬‭Network‬‭dedicated‬‭to‬‭the‬‭solicitation‬‭of‬‭eConsult‬‭by‬‭Network‬‭Professionals‬‭and‬‭to‬‭the‬
‭coordination between these Professionals around this activity.‬

‭"Consulting‬‭Network":‬ ‭refers‬‭to‬‭a‬‭Network‬‭enabling‬‭Network‬‭Professionals‬‭to‬‭respond‬‭to‬‭any‬‭eConsult‬‭requests‬‭made‬
‭by Referring Physicians in accordance with the scope and exchange methods defined in the‬‭Medical Projects.‬

‭"‬‭Data Controller‬‭" has the meaning attributed to this‬‭term in Article 4 of the GDPR.‬

‭"Omnidoc‬ ‭Service"‬ ‭means‬ ‭the‬ ‭intermediation‬ ‭service‬ ‭provided‬ ‭by‬ ‭Omnidoc‬ ‭to‬ ‭Users‬ ‭via‬ ‭the‬ ‭Platform‬ ‭enabling‬ ‭the‬
‭performance‬‭of‬‭eConsult‬‭between‬‭Healthcare‬‭Professionals‬‭,‬ ‭thanks‬‭to‬‭the‬‭functionalities‬‭of‬‭the‬‭Platform‬‭(in‬‭particular‬
‭the‬ ‭Directory‬ ‭service,‬ ‭the‬ ‭eConsult‬ ‭service,‬ ‭etc.),‬ ‭under‬ ‭the‬ ‭conditions‬ ‭more‬ ‭fully‬ ‭described‬ ‭hereinafter‬ ‭and‬ ‭where‬
‭applicable, in the Agreement.‬

‭"‬‭Data Processor‬‭" has the meaning attributed to this‬‭term in Article 4 of the GDPR.‬

‭"eConsult‬‭":‬ ‭refers‬‭to‬‭the‬‭act‬‭of‬‭medical‬‭eConsult‬‭-‬ ‭as‬‭defined‬‭and‬‭framed‬‭by‬‭French‬‭Law‬‭n°2009-879‬‭Loi‬‭HPST‬‭(Hôpital,‬
‭Patients,‬ ‭Santé,‬ ‭Territoires)‬ ‭of‬ ‭July‬ ‭21,‬ ‭2009‬ ‭and‬ ‭by‬ ‭the‬ ‭6th‬ ‭amendment‬ ‭of‬ ‭the‬ ‭2016‬ ‭French‬ ‭Medical‬ ‭Convention‬
‭(National‬ ‭Convention‬ ‭organizing‬ ‭relations‬ ‭between‬ ‭self-employed‬ ‭doctors‬‭and‬‭Health‬‭Insurance‬‭signed‬‭on‬‭August‬‭25,‬
‭2016)‬ ‭or‬ ‭by‬ ‭any‬ ‭equivalent‬ ‭national‬ ‭law‬ ‭-‬ ‭requested‬ ‭via‬ ‭the‬ ‭Platform‬ ‭by‬ ‭a‬ ‭Referring‬ ‭Physician‬ ‭and‬ ‭performed‬ ‭by‬ ‭a‬
‭Consulting‬ ‭physicians‬ ‭by‬ ‭virtue‬ ‭of‬ ‭his‬ ‭or‬ ‭her‬ ‭special‬ ‭training‬ ‭or‬ ‭competence,‬ ‭on‬ ‭the‬ ‭basis‬ ‭of‬ ‭medical‬‭information‬‭or‬
‭elements‬ ‭relating‬ ‭to‬ ‭the‬ ‭care‬ ‭of‬ ‭a‬ ‭patient,‬ ‭and‬ ‭this,‬ ‭outside‬ ‭the‬ ‭patient's‬ ‭presence.‬ ‭eConsult‬ ‭gives‬ ‭rise‬ ‭to‬ ‭a‬‭written‬
‭Recommendation from Consulting physicians.‬

‭"‬‭Processing‬‭": has the meaning attributed to this term‬‭in Article 4 of the GDPR.‬

‭"User(s)"‬ ‭or‬ ‭"You"‬‭:‬ ‭refers‬‭to‬‭any‬‭person‬‭benefiting‬‭from‬‭a‬‭User‬‭Account‬‭on‬‭the‬‭Platform‬‭(including‬‭Authorized‬‭Users)‬
‭and/or‬ ‭any‬ ‭user‬ ‭authorized‬ ‭by‬ ‭the‬ ‭Customer‬ ‭to‬ ‭access‬ ‭the‬ ‭Platform‬ ‭and/or‬‭use‬‭the‬‭Omnidoc‬‭Service‬‭(in‬‭particular‬‭a‬
‭Healthcare‬‭Professional‬‭or‬‭Network‬‭Administrative‬‭staff)‬‭subject‬‭to‬‭compliance‬‭with‬‭the‬‭stipulations‬‭of‬‭these‬‭GTCU‬‭and,‬
‭where applicable, the Contract.‬

‭"Authorized‬‭User(s)"‬‭:‬ ‭means‬‭any‬‭User‬‭authorized‬‭by‬‭the‬‭Customer‬‭and/or‬‭its‬‭Administrators‬‭to‬‭access‬‭the‬‭Platform‬‭and‬
‭use‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭subject‬ ‭to‬ ‭compliance‬ ‭with‬ ‭the‬ ‭provisions‬ ‭of‬ ‭these‬ ‭GTCU‬ ‭and,‬ ‭where‬ ‭applicable,‬ ‭the‬
‭Agreement.‬

‭"‬‭Personal Data Breach‬‭" has the meaning attributed‬‭to this term Article 4 of the GDPR.‬

‭3.‬‭Omnidoc Service Description‬

‭Omnidoc‬‭provides‬‭a‬‭complete‬‭eConsult‬‭solution,‬‭enabling‬‭all‬‭medical‬‭professionals‬‭and‬‭organizations‬‭to‬‭centralize‬‭their‬
‭Recommendations activity on a suitable, efficient, and secure tool.‬

‭The Omnidoc Service enables Users to use the following services via the Platform:‬
‭-‬ ‭Directory service‬‭, to identify Consulting physicians‬‭and Networks available in the area;‬
‭-‬ ‭the‬ ‭eConsult‬ ‭service‬‭,‬ ‭enabling‬ ‭a‬ ‭Referring‬ ‭Physician‬ ‭to‬ ‭remotely‬‭seek‬‭the‬‭recommendations‬‭of‬‭one‬‭or‬‭more‬

‭Subcontractor‬ ‭Professional(s)‬ ‭on‬ ‭a‬ ‭patient's‬ ‭medical‬ ‭situation,‬ ‭using‬ ‭a‬ ‭variety‬ ‭of‬ ‭channels‬ ‭(online‬ ‭forms,‬
‭videoconferencing,‬ ‭etc.)‬ ‭and‬ ‭to‬ ‭exchange,‬ ‭in‬ ‭a‬ ‭secure‬ ‭manner,‬ ‭information‬ ‭and‬ ‭documents‬ ‭concerning‬ ‭the‬
‭patient,‬ ‭enabling‬ ‭the‬ ‭Referring‬‭Physician‬‭to‬‭carry‬‭out‬‭the‬‭eConsult‬‭and‬‭to‬‭send‬‭the‬‭Referring‬‭Physician‬‭his‬‭or‬
‭her report once the eConsult has been completed.‬
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‭4.‬‭Contractual documentation‬

‭These GTCU govern Your access to and use of the Omnidoc Platform and Service.‬

‭Any‬‭purchase‬‭order,‬‭acknowledgement‬‭of‬‭receipt‬‭or‬‭other‬‭business‬‭form‬‭issued‬‭by‬‭either‬‭Party‬‭in‬‭connection‬‭with‬‭this‬
‭Platform‬ ‭is‬ ‭solely‬ ‭for‬ ‭the‬ ‭internal‬ ‭convenience‬ ‭of‬ ‭the‬ ‭issuing‬ ‭Party‬ ‭and‬ ‭will‬ ‭not‬ ‭modify,‬ ‭amend‬ ‭or‬ ‭supplement‬ ‭the‬
‭provisions of these GTCU, even if it claims to do so or is countersigned or acknowledged by the other Party.‬

‭Where‬ ‭applicable,‬ ‭in‬ ‭the‬ ‭event‬ ‭of‬ ‭a‬ ‭conflict‬ ‭between‬ ‭the‬ ‭provisions‬ ‭of‬ ‭these‬ ‭GTCU‬ ‭and‬ ‭those‬ ‭of‬ ‭the‬ ‭Contract,‬ ‭the‬
‭provisions of the applicable Contract(s) shall prevail over those of the GTCU to the extent of the conflict.‬

‭5.‬‭Duration‬

‭These‬‭GTCU‬‭apply‬‭to‬‭You‬‭upon‬‭acceptance‬‭when‬‭You‬‭connect‬‭to‬‭the‬‭Platform‬‭and‬‭remain‬‭in‬‭effect‬‭for‬‭the‬‭duration‬‭of‬
‭Your‬ ‭authorized‬ ‭use‬ ‭of‬ ‭the‬ ‭Platform‬ ‭and‬ ‭the‬ ‭Omnidoc‬‭Service,‬‭subject‬‭to‬‭the‬‭provisions‬‭of‬ ‭Articles‬‭15‬ ‭and‬ ‭16‬ ‭hereof‬
‭(hereinafter the "‬‭Term‬‭").‬

‭6.‬‭Platform access‬

‭Access‬ ‭to‬ ‭and‬ ‭use‬ ‭of‬ ‭the‬ ‭Platform‬ ‭are‬ ‭exclusively‬ ‭reserved‬ ‭for‬ ‭Users‬ ‭with‬ ‭a‬ ‭User‬ ‭Account‬ ‭in‬ ‭accordance‬ ‭with‬ ‭the‬
‭conditions detailed below.‬

‭6.1.‬ ‭Prerequisites for accessing the Platform‬

‭You‬‭are‬‭only‬‭authorized‬‭to‬‭register‬‭on‬‭the‬‭Platform‬‭and‬‭benefit‬‭from‬‭the‬‭Omnidoc‬‭Service‬‭as‬‭a‬‭Healthcare‬‭Professional‬‭if‬
‭you are a Healthcare Professional authorized by the law in force in their country to practice eConsult.‬

‭The‬‭User‬‭acknowledges‬‭and‬‭accepts‬‭that‬‭the‬‭supply,‬‭installation‬‭and‬‭maintenance‬‭of‬‭the‬‭equipment,‬‭as‬‭well‬‭as‬‭any‬‭costs‬
‭relating‬‭to‬‭electronic‬‭communications‬‭(such‬‭as‬‭telephone‬‭and‬‭Internet‬‭access‬‭costs)‬‭arising‬‭from‬‭its‬‭use,‬‭are‬‭the‬‭User's‬
‭responsibility and shall be borne exclusively by the User.‬

‭6.2.‬ ‭Terms of use of the Platform‬

‭The Platform and the associated Omnidoc Service are :‬

‭(i)‬ ‭made‬ ‭available‬ ‭free‬ ‭of‬ ‭charge‬ ‭to‬ ‭Referring‬ ‭physicians‬ ‭working‬ ‭as‬ ‭Individual‬ ‭Professionals‬ ‭and‬ ‭Consulting‬
‭physicians working as Individual Professionals; and‬

‭(ii)‬ ‭in‬ ‭return‬ ‭for‬ ‭the‬ ‭payment‬ ‭of‬ ‭royalties‬ ‭(paid‬ ‭by‬ ‭the‬ ‭Customer‬ ‭concerned)‬ ‭provided‬ ‭for‬ ‭in‬ ‭the‬ ‭Contract‬
‭concluded‬‭between‬‭Omnidoc‬‭and‬‭the‬‭latter,‬ ‭when‬‭the‬‭Platform‬‭is‬‭used‬‭by‬‭Consulting‬‭physicians‬‭or‬‭Referring‬
‭physicians acting as Network Professionals.‬

‭●‬ ‭Individual‬ ‭Professional‬‭:‬ ‭When‬ ‭You‬ ‭use‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭as‬ ‭an‬‭Individual‬‭Professional,‬ ‭You‬‭must‬‭use‬‭the‬
‭Omnidoc‬‭Service‬‭via‬‭Your‬‭User‬‭Account.‬‭In‬‭this‬‭context,‬‭Your‬‭use‬‭of‬‭the‬‭Platform‬‭and‬‭the‬‭associated‬‭Omnidoc‬
‭Service will be governed by these GTCU.‬

‭●‬ ‭Network‬‭Professional‬‭:‬ ‭When‬‭You‬‭use‬‭the‬‭Omnidoc‬‭Service‬‭as‬‭part‬‭of‬‭your‬‭Network‬‭Professional‬‭activity‬‭(i.e.‬‭if‬
‭You‬ ‭are‬ ‭part‬ ‭of‬ ‭a‬ ‭Network‬ ‭and‬ ‭use‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭in‬ ‭the‬ ‭context‬ ‭of‬ ‭this‬ ‭activity),‬ ‭You‬ ‭must‬ ‭use‬ ‭the‬
‭Omnidoc‬‭Service‬‭via‬‭Your‬‭User‬‭Account.‬‭In‬‭this‬‭context,‬ ‭Your‬‭use‬‭of‬‭the‬‭Platform‬‭and‬‭the‬‭associated‬‭Omnidoc‬
‭Service‬ ‭will‬ ‭be‬ ‭governed‬ ‭by‬ ‭these‬ ‭GTCU‬ ‭as‬ ‭well‬ ‭as‬ ‭by‬ ‭any‬ ‭additional‬ ‭stipulations‬ ‭detailed‬ ‭in‬ ‭the‬ ‭Contract‬
‭entered‬ ‭into‬ ‭between‬ ‭the‬ ‭Customer‬ ‭and‬ ‭Omnidoc.‬ ‭By‬ ‭accessing‬ ‭the‬ ‭Platform,‬ ‭You‬‭certify‬‭(i)‬ ‭that‬‭You‬‭have‬
‭been‬‭authorized‬‭by‬‭the‬‭Customer‬‭of‬‭Your‬‭Network‬‭to‬‭access‬‭the‬‭Platform‬‭and‬‭use‬‭the‬‭Omnidoc‬‭Service‬‭and‬
‭that‬ ‭You‬ ‭have‬ ‭been‬ ‭designated‬ ‭by‬‭the‬‭Customer‬‭as‬‭an‬‭Authorized‬‭User;‬‭and‬‭(ii)‬ ‭that‬‭You‬‭are‬‭aware‬‭of‬‭any‬
‭additional stipulations contained in the Agreement, which You agree to abide by.‬
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‭●‬ ‭Mixed‬‭activity‬‭:‬ ‭When‬‭You‬‭operate‬‭as‬‭both‬‭a‬‭Network‬‭Professional‬‭and‬‭an‬‭Individual‬‭Professional,‬‭please‬‭note‬
‭that‬ ‭You‬ ‭may‬ ‭use‬ ‭the‬ ‭Omnidoc‬ ‭Platform‬ ‭and‬ ‭Service‬ ‭for‬ ‭both‬ ‭Your‬ ‭Individual‬ ‭Professional‬ ‭activity‬‭and‬‭Your‬
‭Network Professional activity.‬

‭If‬ ‭You‬ ‭change‬ ‭status‬ ‭during‬ ‭the‬ ‭term‬ ‭of‬ ‭the‬ ‭GTCU‬ ‭(Individual‬ ‭Professional‬ ‭becoming‬ ‭Network‬ ‭Professional,‬ ‭Network‬
‭Professional‬ ‭becoming‬ ‭Individual‬ ‭Professional,‬ ‭or‬ ‭Network‬ ‭Professional‬ ‭changing‬‭Network),‬ ‭You‬‭may‬‭retain‬‭your‬‭User‬
‭Account‬ ‭to‬ ‭continue‬ ‭to‬ ‭access‬ ‭the‬ ‭Platform‬ ‭and‬‭use‬‭the‬‭Omnidoc‬‭Service,‬‭insofar‬‭as‬‭your‬‭User‬‭Account‬‭is‬ ‭a‬‭personal‬
‭account‬ ‭for‬ ‭each‬ ‭Healthcare‬ ‭Professional.‬ ‭However,‬ ‭in‬ ‭such‬ ‭a‬ ‭case,‬ ‭your‬ ‭use‬ ‭of‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭will‬ ‭remain‬
‭governed by these GTCU and by the provisions of the Contract, if You belong to a Network.‬

‭6.3.‬ ‭Creating a User account on the Platform‬

‭The‬‭creation‬‭of‬‭a‬‭user‬‭account‬‭by‬‭a‬‭healthcare‬‭professional‬‭on‬‭the‬‭platform‬‭requires‬‭the‬‭submission‬‭of‬‭the‬‭registration‬
‭form duly completed by the healthcare professional, under the conditions described in more detail below.‬

‭To‬ ‭create‬ ‭a‬ ‭user‬ ‭account‬ ‭and‬ ‭access‬ ‭all‬ ‭Omnidoc‬ ‭services‬ ‭on‬ ‭the‬‭platform‬‭–‬‭particularly‬‭to‬‭request‬‭or‬‭respond‬‭to‬‭an‬
‭EConsult‬‭–‬‭you‬‭must‬‭go‬‭to‬‭the‬‭"Register"‬‭tab,‬‭enter‬‭your‬‭name‬‭or‬‭LANR‬‭number,‬‭and‬‭then‬‭complete‬‭the‬‭required‬‭form‬
‭on‬‭the‬‭corresponding‬‭page‬‭with‬‭the‬‭necessary‬‭personal‬‭information.‬‭Additionally,‬‭you‬‭must‬‭submit‬‭a‬‭copy‬‭of‬‭an‬‭identity‬
‭document (HBA or ID card) via the form.‬

‭In‬‭any‬‭case,‬‭you‬‭must‬‭then‬‭provide‬‭your‬‭email‬ ‭address‬‭and‬‭mobile‬‭phone‬‭number,‬‭choose‬‭a‬‭password,‬‭and‬‭accept‬‭the‬
‭General Terms and Conditions (AGB) as further described in Article 6.4.‬

‭Your‬‭registration‬‭on‬‭the‬‭platform‬‭will‬ ‭only‬‭become‬‭effective‬‭once‬‭your‬‭profile‬‭has‬‭been‬‭validated‬‭–‬‭you‬‭will‬‭be‬‭informed‬
‭of this by email.‬

‭If‬ ‭there‬ ‭are‬ ‭any‬ ‭discrepancies‬ ‭between‬‭the‬‭submitted‬‭form‬‭and‬‭the‬‭provided‬‭proof‬‭of‬‭identity,‬ ‭Omnidoc‬‭reserves‬‭the‬
‭right‬‭to‬‭request‬‭additional‬‭information‬‭from‬‭you.‬‭If‬ ‭you‬‭do‬‭not‬‭provide‬‭all‬‭the‬‭required‬‭information‬‭or‬‭submit‬‭incorrect‬
‭and/or‬‭incomplete‬‭details,‬ ‭your‬‭registration‬‭will‬ ‭not‬‭be‬‭confirmed,‬‭and‬‭you‬‭will‬‭not‬‭be‬‭able‬‭to‬‭use‬‭the‬‭services‬‭provided‬
‭on the platform.‬

‭If‬ ‭you‬ ‭belong‬ ‭to‬ ‭a‬ ‭network,‬ ‭your‬ ‭user‬ ‭account‬ ‭may‬ ‭be‬ ‭created‬ ‭directly‬‭by‬‭Omnidoc‬‭based‬‭on‬‭the‬‭instructions‬‭of‬‭the‬
‭healthcare‬‭professional‬‭in‬‭your‬‭network‬‭and/or‬‭its‬‭administrators.‬‭In‬‭this‬‭case,‬‭you‬‭will‬ ‭receive‬‭a‬‭registration‬‭link‬‭from‬
‭Omnidoc, allowing you to complete your registration on the platform and accept the terms and conditions.‬

‭If‬ ‭You‬‭belong‬‭to‬‭a‬‭Network,‬‭Your‬‭User‬‭Account‬‭may‬‭be‬‭created‬‭directly‬‭by‬‭Omnidoc‬‭in‬‭accordance‬‭with‬‭the‬‭instructions‬
‭sent‬ ‭to‬ ‭it‬ ‭directly‬ ‭by‬ ‭the‬ ‭Customer‬ ‭of‬ ‭Your‬ ‭Network‬ ‭and/or‬ ‭its‬ ‭Administrators.‬ ‭In‬ ‭such‬ ‭a‬ ‭case,‬ ‭You‬ ‭will‬ ‭receive‬ ‭a‬
‭connection link from Omnidoc enabling You to finalize Your registration on the Platform and to accept the GTCU.‬
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‭6.4.‬ ‭Acceptance and modification of the GTCU‬

‭These‬‭GTCU‬‭and‬‭any‬‭subsequent‬‭versions‬‭may‬‭be‬‭accessed‬‭at‬‭any‬‭time‬‭by‬‭the‬‭User‬‭directly‬‭by‬‭clicking‬‭on‬‭the‬‭"GTCU"‬
‭link on the Platform home page.‬

‭Any‬‭creation‬‭of‬‭a‬‭User‬‭Account‬‭and‬‭use‬‭of‬‭the‬‭Omnidoc‬‭Service‬‭is‬‭subject‬‭to‬‭User's‬‭prior‬‭and‬‭unreserved‬‭consultation‬
‭and acceptance of the GTCU.‬

‭The‬‭creation‬‭of‬‭a‬‭User‬‭Account‬‭therefore‬‭implies‬‭the‬‭Users‬‭full‬ ‭and‬‭unreserved‬‭acceptance‬‭of‬‭the‬‭GTCU.‬‭If‬ ‭You‬‭do‬‭not‬
‭accept these GTC, You must not use the Platform or the Omnidoc Service.‬

‭Omnidoc‬ ‭reserves‬ ‭the‬ ‭right‬ ‭to‬ ‭modify‬ ‭these‬‭Terms‬‭of‬‭Use‬‭at‬‭any‬‭time,‬‭and‬‭will‬ ‭inform‬‭Users‬‭of‬‭such‬‭modifications‬‭in‬
‭good‬‭time‬‭by‬‭any‬‭means,‬‭in‬‭particular‬‭when‬‭they‬‭identify‬‭themselves‬‭and/or‬‭subsequently‬‭connect‬‭to‬‭the‬‭Platform,‬‭or‬
‭by‬‭e-mail.‬ ‭In‬‭the‬‭event‬‭of‬‭modification,‬‭the‬‭new‬‭version‬‭of‬‭the‬‭General‬‭Terms‬‭of‬‭Use‬‭will‬ ‭replace‬‭the‬‭previous‬‭version,‬
‭and will be published and automatically applicable to Users from the date of publication.‬

‭If‬ ‭the‬‭User‬‭does‬‭not‬‭wish‬‭to‬‭accept‬‭the‬‭modified‬‭GTCU,‬‭the‬‭User‬‭must‬‭stop‬‭using‬‭the‬‭Omnidoc‬‭Service‬‭and‬‭unsubscribe‬
‭from the Platform.‬

‭7.‬‭Use of the Omnidoc Platform and Service‬

‭7.1.‬ ‭Rights access to and use of the Omnidoc Platform and Service‬

‭Subject‬ ‭to‬ ‭Your‬‭compliance‬‭with‬‭these‬‭GTCU‬‭and,‬‭where‬‭applicable,‬‭the‬‭provisions‬‭of‬‭the‬‭Agreement,‬‭We‬‭grant‬‭You‬‭a‬
‭non-exclusive,‬‭non-assignable,‬‭non-transferable‬‭(including‬‭by‬‭way‬‭of‬‭sub-license),‬‭worldwide,‬‭royalty-free‬‭right‬‭access‬‭in‬
‭Saas‬‭mode‬‭and‬‭use‬‭the‬‭Omnidoc‬‭Platform‬‭and‬‭Service‬‭within‬‭the‬‭limits‬‭of‬‭the‬‭rights‬‭allocated‬‭to‬‭Your‬‭User‬‭profiles‬‭by‬
‭the‬‭relevant‬‭Administrator‬‭for‬‭the‬‭Term‬‭set‬‭forth‬‭in‬ ‭Article‬‭5‬‭.‬ ‭You‬‭may‬‭only‬‭access‬‭and‬‭use‬‭the‬‭Omnidoc‬‭Platform‬‭and‬
‭Service‬‭in‬‭accordance‬‭with‬‭their‬‭intended‬‭purpose‬‭and‬‭solely‬‭for‬‭Your‬‭internal‬‭business‬‭needs‬‭or,‬‭as‬‭applicable,‬‭for‬‭the‬
‭internal business needs of the Customer's Network to which You belong.‬

‭7.2.‬ ‭Restrictions use of the Omnidoc Platform and Service‬

‭Except where permitted by applicable law or regulation and where expressly permitted by the GTCU, You shall not:‬
‭●‬ ‭use‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭for‬ ‭purposes‬ ‭other‬ ‭than‬‭those‬‭explicitly‬‭provided‬‭for‬‭in‬‭these‬

‭GTCU, the Agreement or in any manner prohibited by applicable law or regulation;‬
‭●‬ ‭use the Platform and/or the Omnidoc Service to infringe the rights of others;‬
‭●‬ ‭use‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭in‬ ‭a‬ ‭way‬ ‭that‬ ‭may‬ ‭damage‬‭the‬‭Platform‬‭and/or‬‭the‬‭Omnidoc‬

‭Service or disrupt their use by another customer, Healthcare Professional or User;‬
‭●‬ ‭copy,‬‭modify,‬‭alter,‬ ‭merge,‬‭adapt,‬‭integrate,‬‭delete,‬‭duplicate,‬‭create‬‭derivative‬‭works‬‭from,‬‭republish,‬‭upload,‬

‭transmit‬ ‭and/or‬ ‭distribute‬ ‭all‬ ‭or‬ ‭part‬‭of‬‭the‬‭Platform,‬‭the‬‭Omnidoc‬‭Service‬‭and/or‬‭its‬‭content‬‭in‬‭any‬‭form‬‭or‬
‭medium whatsoever and by means whatsoever;‬

‭●‬ ‭attempt‬ ‭to‬ ‭decompile,‬ ‭disassemble,‬ ‭reverse‬ ‭engineer,‬ ‭translate‬ ‭and/or‬ ‭otherwise‬ ‭reduce‬ ‭all‬ ‭or‬ ‭part‬ ‭of‬ ‭the‬
‭Platform;‬

‭●‬ ‭sublicense,‬‭sell,‬‭rent,‬‭transfer,‬‭display,‬‭disclose,‬‭disseminate,‬‭distribute,‬‭commercially‬‭exploit‬‭or‬‭otherwise‬‭make‬
‭available‬ ‭the‬ ‭Omnidoc‬ ‭Platform‬ ‭and/or‬ ‭Service‬ ‭to‬ ‭any‬ ‭third‬ ‭party‬ ‭without‬ ‭the‬ ‭prior‬ ‭written‬ ‭consent‬ ‭of‬
‭Omnidoc;‬

‭●‬ ‭access‬ ‭all‬ ‭or‬ ‭part‬ ‭of‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭in‬‭order‬‭to‬‭develop‬‭a‬‭product‬‭or‬‭service‬‭that‬
‭competes with the Platform, the Omnidoc Service or any service provided by Omnidoc ;‬
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‭●‬ ‭correct or arrange for the correction of errors, breakdowns, defects or any other anomaly on the Platform;‬
‭●‬ ‭access,‬‭store,‬‭distribute‬‭or‬‭transmit‬‭any‬‭virus,‬‭data‬‭or‬‭material‬‭during‬‭Your‬‭use‬‭of‬‭the‬‭Omnidoc‬‭Platform‬‭and/or‬

‭Service‬ ‭that‬ ‭is‬ ‭unlawful,‬ ‭illegal,‬ ‭harmful,‬ ‭threatening,‬‭libelous,‬‭defamatory,‬‭obscene,‬‭abusive,‬‭or‬‭infringing,‬‭or‬
‭that does not comply with applicable laws;‬

‭●‬ ‭use‬‭the‬‭Platform‬‭and/or‬‭the‬‭Omnidoc‬‭Service‬‭in‬‭a‬‭manner‬‭that‬‭would‬‭be‬‭likely‬‭to‬‭harm‬‭the‬‭legitimate‬‭interests‬
‭of‬ ‭Omnidoc‬ ‭(in‬ ‭particular‬ ‭its‬ ‭intellectual‬ ‭property‬ ‭rights‬ ‭and‬ ‭other‬ ‭rights‬ ‭relating‬ ‭to‬ ‭or‬ ‭connected‬ ‭with‬ ‭the‬
‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service)‬ ‭or‬ ‭damage‬ ‭the‬ ‭reputation‬ ‭of‬ ‭Omnidoc‬ ‭and/or‬ ‭other‬ ‭Healthcare‬
‭Professionals;‬

‭●‬ ‭delete‬ ‭or‬ ‭modify‬ ‭the‬ ‭trademark,‬ ‭logo‬ ‭or‬ ‭any‬ ‭other‬ ‭distinctive‬ ‭sign‬ ‭of‬ ‭OMNIDOC‬ ‭contained‬ ‭in‬ ‭the‬ ‭Platform‬
‭and/or the Omnidoc Service;‬

‭●‬ ‭use‬‭any‬‭automated‬‭system‬‭or‬‭software,‬‭including,‬‭without‬‭limitation,‬‭"robots",‬‭"spiders"‬‭and‬‭"offline‬‭readers"‬
‭to‬ ‭(i)‬ ‭access‬ ‭the‬‭Platform‬‭in‬‭a‬‭manner‬‭that‬‭sends‬‭more‬‭Request‬‭messages‬‭to‬‭the‬‭Platform‬‭than‬‭a‬‭human‬‭can‬
‭reasonably‬‭produce‬‭in‬‭the‬‭same‬‭time‬‭period‬‭using‬‭a‬‭conventional‬‭online‬‭web‬‭browser‬‭and/or;‬‭(ii)‬ ‭extract‬‭any‬
‭data, information or materials from the Platform (including, without limitation, by "screen scraping").‬

‭Omnidoc‬ ‭reserves‬ ‭the‬ ‭right‬ ‭at‬ ‭any‬ ‭time‬ ‭and‬ ‭without‬ ‭notice‬ ‭(at‬ ‭its‬‭sole‬‭and‬‭absolute‬‭discretion),‬ ‭without‬‭any‬‭liability‬
‭whatsoever‬‭to‬‭You,‬‭to‬‭disable‬‭and‬‭suspend‬‭Your‬‭access‬‭to‬‭the‬‭Platform‬‭to‬‭the‬‭extent‬‭and‬‭for‬‭the‬‭duration‬‭necessary,‬‭in‬
‭the event of breach of these provisions.‬

‭8.‬‭Obligations of the User‬

‭8.1.‬ ‭General obligations‬

‭In general, Users agree to use the Omnidoc Platform and Service:‬
‭●‬ ‭in compliance with the stipulations of these GTCU and, where applicable, the Contract;‬
‭●‬ ‭in compliance with applicable laws and regulations;‬
‭●‬ ‭respecting‬‭the‬‭rights‬‭of‬‭third‬‭parties,‬‭in‬‭particular‬‭intellectual‬‭and‬‭industrial‬‭property‬‭rights,‬‭the‬‭rules‬‭applicable‬

‭to public health and medical ethics, and in particular professional secrecy;‬
‭●‬ ‭in a fair manner and in accordance with their intended purpose.‬

‭In‬‭this‬‭respect,‬ ‭the‬‭User‬‭is‬ ‭informed‬‭that‬‭any‬‭infringement‬‭of‬‭image‬‭rights,‬ ‭privacy‬‭or‬‭professional‬‭and‬‭medical‬‭secrecy‬
‭may be subject to sanctions, including criminal sanctions.‬

‭The‬ ‭User‬ ‭further‬ ‭undertakes‬ ‭to‬ ‭provide‬ ‭Omnidoc‬ ‭with‬ ‭all‬ ‭supporting‬ ‭documents‬ ‭and‬ ‭informations‬ ‭requested‬ ‭by‬
‭Omnidoc,‬ ‭in‬ ‭particular‬ ‭to‬ ‭confirm‬ ‭its‬ ‭identity‬ ‭and‬ ‭more‬ ‭generally‬ ‭all‬ ‭informations‬ ‭required‬ ‭for‬ ‭the‬ ‭provision‬ ‭of‬ ‭the‬
‭Omnidoc‬ ‭Service,‬ ‭and‬ ‭to‬ ‭update‬ ‭all‬ ‭information.‬ ‭In‬ ‭this‬ ‭respect,‬ ‭the‬ ‭User‬‭shall‬ ‭be‬‭solely‬‭liable‬‭for‬‭any‬‭consequences‬
‭arising from any failure or delay in updating such information.‬

‭8.2.‬ ‭Confidentiality and Identifier Management‬

‭The‬ ‭User's‬ ‭Identifiers‬ ‭are‬ ‭strictly‬‭personal‬‭and‬‭confidential.‬ ‭The‬‭User‬‭undertakes‬‭not‬‭to‬‭communicate‬‭them‬‭to‬‭a‬‭third‬
‭party.‬

‭When creating a personal account, the User guarantees in particular :‬
‭-‬ ‭That he meets the account creation requirements specified above;‬
‭-‬ ‭That he has full capacity to accept these GTCU;‬
‭-‬ ‭When‬ ‭this‬‭information‬‭is‬‭provided‬‭directly‬‭by‬‭the‬‭User,‬‭that‬‭he‬‭provides‬‭accurate,‬‭complete‬‭and‬‭up-to-date‬

‭information‬ ‭on‬ ‭his‬ ‭identity,‬ ‭and‬‭where‬‭applicable,‬‭on‬‭his‬‭right‬‭practice‬‭as‬‭requested‬‭during‬‭the‬‭registration‬
‭process and in accordance with the ethics, rules defined by his profession and / or professional order;‬

‭-‬ ‭That he does not usurp someone's identity.‬
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‭The‬‭User‬‭undertakes‬‭to‬‭keep‬‭his‬‭Identifiers‬‭secret‬‭and‬‭not‬‭to‬‭divulge‬‭them‬‭in‬‭any‬‭form‬‭whatsoever.‬‭The‬‭User‬‭is‬‭entirely‬
‭responsible‬ ‭for‬ ‭safeguarding‬ ‭the‬ ‭confidentiality‬ ‭of‬ ‭the‬ ‭password‬ ‭chosen.‬ ‭In‬ ‭this‬ ‭respect,‬ ‭the‬ ‭User‬ ‭is‬ ‭responsible‬ ‭for‬
‭ensuring‬ ‭that‬ ‭at‬ ‭the‬ ‭end‬ ‭of‬ ‭each‬ ‭session‬ ‭effectively‬ ‭disconnects‬ ‭from‬ ‭the‬ ‭Platform,‬‭in‬‭particular‬‭when‬‭accessing‬‭the‬
‭Omnidoc Service from a public computer.‬

‭The‬‭User‬‭is‬ ‭solely‬‭responsible‬‭for‬‭the‬‭use‬‭made‬‭of‬‭his‬‭or‬‭her‬‭Identifiers‬‭and‬‭shall‬‭bear‬‭all‬‭consequences‬‭arising‬‭from‬‭any‬
‭use‬ ‭of‬ ‭the‬ ‭Platform,‬ ‭the‬ ‭Omnidoc‬ ‭Service,‬ ‭his‬ ‭or‬ ‭her‬ ‭User‬ ‭Account‬ ‭and/or‬‭Identifiers‬‭that‬‭does‬‭not‬‭comply‬‭with‬‭the‬
‭GTCU.‬‭Any‬‭access‬‭to‬‭the‬‭Platform‬‭or‬‭use‬‭of‬‭the‬‭Omnidoc‬‭Service‬‭made‬‭from‬‭a‬‭User‬‭Account‬‭and/or‬‭its‬‭Identifiers‬‭shall‬
‭be deemed to have been made by the User concerned.‬

‭In‬ ‭the‬ ‭event‬ ‭of‬ ‭unintentional‬ ‭disclosure,‬ ‭or‬ ‭presumption‬ ‭of‬ ‭unintentional‬ ‭disclosure,‬ ‭of‬ ‭the‬ ‭User's‬ ‭Identifiers‬ ‭(in‬
‭particular‬‭the‬‭loss,‬ ‭misappropriation‬‭or‬‭theft‬‭of‬‭one‬‭of‬‭the‬‭elements‬‭making‬‭up‬‭the‬‭User's‬‭Identifiers),‬‭the‬‭User‬‭shall‬‭be‬
‭liable‬ ‭for‬ ‭any‬ ‭harmful‬ ‭consequences‬ ‭arising‬ ‭from‬‭such‬‭loss‬‭or‬‭theft,‬ ‭and‬‭undertakes‬‭to‬‭take‬‭all‬ ‭necessary‬‭precautions‬
‭and‬‭in‬‭particular‬‭to‬‭immediately‬‭change‬‭the‬‭User's‬‭password‬‭via‬‭the‬‭section‬‭provided‬‭for‬‭this‬‭purpose‬‭and‬‭accessible‬‭on‬
‭the‬ ‭Platform‬ ‭and‬ ‭to‬ ‭immediately‬ ‭contact‬ ‭Omnidoc‬ ‭specifying‬ ‭the‬ ‭User's‬ ‭Identifiers,‬ ‭surname‬ ‭and‬ ‭first‬ ‭names‬ ‭at‬ ‭the‬
‭following address: support@omnidoc.de‬‭,‬‭so that Omnidoc‬‭can reset the User's Account and/or Identifiers.‬

‭8.3.‬ ‭Content shared by Users‬

‭Users‬‭may‬‭communicate‬‭to‬‭each‬‭other,‬‭via‬‭the‬‭Platform,‬‭all‬‭information‬‭and‬‭documents‬‭relevant‬‭to‬‭the‬‭performance‬‭of‬
‭the eConsult (hereinafter referred to as "‬‭User Content"‬‭).‬

‭Any‬ ‭communication‬ ‭of‬ ‭information‬ ‭or‬ ‭files‬ ‭not‬ ‭related‬ ‭to‬ ‭the‬ ‭purpose‬ ‭of‬‭the‬‭eConsult‬‭is‬ ‭strictly‬‭forbidden.‬‭The‬‭User‬
‭acknowledges‬‭that‬‭any‬‭sharing‬‭of‬‭Healthcare‬‭Data‬‭other‬‭Healthcare‬‭must‬‭comply‬‭with‬‭the‬‭provisions‬‭article‬‭L1110-4‬‭of‬
‭the‬‭French‬‭Public‬‭Health‬‭Code,‬‭or‬‭equivalent‬‭local‬‭regulation‬‭when‬‭applicable,‬‭regardless‬‭of‬‭the‬‭solution‬‭used‬‭for‬‭such‬
‭sharing.‬‭When‬‭communicating‬‭patient‬‭information,‬‭and‬‭more‬‭generally‬‭when‬‭communicating‬‭User‬‭Content,‬‭the‬‭User‬‭is‬
‭responsible‬ ‭for‬ ‭(i)‬ ‭compliance‬ ‭with‬ ‭the‬ ‭rules‬ ‭governing‬ ‭medical‬ ‭confidentiality;‬ ‭and‬ ‭(ii)‬ ‭obtaining‬ ‭the‬ ‭necessary‬
‭authorizations to comply with the laws and regulations in force.‬

‭Whatever‬‭the‬‭clinical‬‭situation‬‭of‬‭the‬‭patient‬‭who‬‭is‬‭the‬‭subject‬‭of‬‭the‬‭eConsult‬‭between‬‭the‬‭Referring‬‭Physician(s)‬‭and‬
‭the‬‭Consulting‬‭Physician(s),‬ ‭the‬‭Referring‬‭Physician(s)‬‭guarantee(s)‬‭that‬‭he‬‭has‬‭obtained‬‭the‬‭prior‬‭consent‬‭of‬‭the‬‭patient‬
‭to‬‭the‬‭sharing‬‭and‬‭exchange‬‭of‬‭information‬‭concerning‬‭him‬‭arising‬‭from‬‭the‬‭act‬‭of‬‭eConsult‬‭and‬‭that‬‭he‬‭has‬‭informed‬
‭the patient of his right, at any time, to object.‬

‭Healthcare‬‭Data‬‭collected‬‭during‬‭eConsult‬‭and/or‬‭User‬‭Content‬‭communicated‬‭for‬‭purpose‬‭of‬‭carrying‬‭out‬‭an‬‭eConsult‬
‭are‬‭only‬‭accessible‬‭to‬‭Healthcare‬‭Professionals‬‭who‬‭have‬‭participated‬‭in‬‭carrying‬‭out‬‭the‬‭eConsult‬‭and/or‬‭to‬‭authorized‬
‭Healthcare Professionals who require access in the course of their duties.‬

‭The‬‭patient‬‭does‬‭not‬‭access‬‭the‬‭Platform‬‭or‬‭the‬‭Omnidoc‬‭Service.‬‭Any‬‭communication‬‭to‬‭the‬‭patient‬‭of‬‭information‬
‭and/or‬ ‭documents‬ ‭resulting‬‭from‬‭or‬‭in‬‭connection‬‭with‬‭the‬‭act‬‭of‬‭eConsult‬‭(including‬‭any‬‭Reports‬‭produced‬‭by‬‭the‬
‭Consulting physicians following the eConsult) is the sole responsibility of the Referring physicians.‬

‭Omnidoc‬ ‭is‬ ‭not‬ ‭responsible‬ ‭for‬ ‭the‬ ‭quality‬ ‭and/or‬ ‭content‬ ‭of‬ ‭the‬ ‭documents‬ ‭stored‬ ‭on‬ ‭its‬ ‭Platform‬ ‭(including‬ ‭User‬
‭Content)‬‭and/or‬‭for‬‭the‬‭security‬‭relating‬‭to‬‭the‬‭transfer‬‭of‬‭User‬‭Content‬‭outside‬‭the‬‭Omnidoc‬‭Service‬‭accessible‬‭via‬‭the‬
‭Platform.‬ ‭Consequently,‬ ‭the‬‭User‬‭is‬ ‭solely‬‭responsible‬‭for‬‭the‬‭information‬‭and‬‭documents‬‭he/she‬‭deposits,‬ ‭stores‬‭and‬
‭consults via the Platform (including User Content).‬

‭8.4.‬ ‭Compensation‬

‭The‬‭User‬‭acknowledges‬‭and‬‭accepts‬‭that‬‭it‬ ‭is‬‭responsible‬‭for‬‭(i)‬‭its‬‭use‬‭of‬‭the‬‭Platform‬‭and‬‭the‬‭Omnidoc‬‭Service,‬‭(ii)‬‭use‬
‭of‬ ‭its‬ ‭User‬ ‭Account‬ ‭and‬ ‭Identifiers,‬ ‭(iii)‬ ‭the‬ ‭User‬ ‭Content‬ ‭and‬ ‭(iv)‬ ‭the‬‭use‬‭of‬‭these‬‭elements‬‭by‬‭another‬‭User.‬‭In‬‭any‬
‭event, the User warrants that he/she holds all rights and authorizations necessary for the use of User Content.‬
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‭The‬‭User‬‭agrees‬‭to‬‭indemnify‬‭Omnidoc‬‭against‬‭any‬‭legal‬‭action,‬‭proceeding‬‭or‬‭claim‬‭by‬‭a‬‭third‬‭party‬‭(including‬‭another‬
‭Healthcare‬ ‭Professional,‬ ‭User‬ ‭or‬‭patient)‬‭or‬‭competent‬‭authority,‬ ‭which‬‭it‬ ‭may‬‭be‬‭subject‬‭to,‬‭in‬‭connection‬‭with‬‭(i)‬ ‭the‬
‭use‬‭of‬‭the‬‭Platform‬‭and/or‬‭the‬‭Omnidoc‬‭Service‬‭in‬‭breach‬‭of‬‭these‬‭GTCU‬‭and/or‬‭the‬‭Agreement,‬‭or‬‭in‬‭an‬‭illegal,‬‭immoral‬
‭or‬‭fraudulent‬‭manner;‬‭(ii)‬ ‭User‬‭Content‬‭or‬‭any‬‭material‬ ‭provided‬‭by‬‭the‬‭User‬‭via‬‭the‬‭Platform‬‭and/or‬‭any‬‭use‬‭thereof‬‭by‬
‭Omnidoc,‬‭a‬‭User,‬‭Healthcare‬‭Professionals‬‭or‬‭any‬‭third‬‭party;‬‭(iii)‬ ‭the‬‭infringement‬‭of‬‭any‬‭third‬‭party‬‭right,‬‭including‬‭any‬
‭intellectual‬ ‭property‬ ‭right,‬ ‭right‬ ‭to‬ ‭image‬ ‭of‬ ‭goods‬ ‭and/or‬ ‭persons,‬ ‭right‬ ‭privacy‬ ‭and‬ ‭the‬ ‭protection‬‭of‬‭Personal‬‭Data,‬
‭public‬‭order‬‭and/or‬‭morality,‬ ‭provided‬‭that‬‭Omnidoc‬‭i)‬ ‭informs‬‭the‬‭User‬‭as‬‭soon‬‭as‬‭possible‬‭that‬‭such‬‭a‬‭claim,‬‭action‬‭or‬
‭proceeding‬‭has‬‭been‬‭brought‬‭under‬‭this‬‭Article,‬‭ii)‬ ‭provides‬‭User‬‭with‬‭all‬ ‭assistance‬‭reasonably‬‭necessary‬‭in‬‭its‬‭defense.‬
‭The‬ ‭User‬ ‭shall‬ ‭indemnify‬ ‭Omnidoc‬ ‭for‬ ‭the‬‭amount‬‭of‬‭any‬‭costs‬‭(including‬‭legal‬‭fees,‬‭costs‬‭and‬‭expenses)‬‭and‬‭damages‬
‭arising from any final conviction, administrative sanction or settlement approved by the User.‬

‭9.‬‭Omnidoc's obligations and availability of the Service‬

‭Omnidoc‬ ‭undertakes‬ ‭to‬ ‭administer‬ ‭the‬ ‭Platform‬ ‭and‬ ‭to‬ ‭use‬ ‭its‬ ‭best‬ ‭efforts‬ ‭to‬ ‭ensure‬ ‭the‬ ‭proper‬ ‭functioning‬ ‭of‬ ‭the‬
‭Omnidoc‬ ‭Service,‬ ‭accessible‬ ‭via‬ ‭the‬ ‭Platform.‬ ‭In‬ ‭this‬ ‭respect,‬ ‭Omnidoc‬ ‭assumes‬ ‭only‬ ‭an‬ ‭obligation‬ ‭of‬ ‭means‬ ‭in‬ ‭the‬
‭performance of its obligations.‬

‭The‬ ‭User‬ ‭acknowledges‬ ‭and‬ ‭accepts‬‭that‬‭the‬‭Omnidoc‬‭Service‬‭made‬‭available‬‭via‬‭the‬‭Platform‬‭may‬‭be‬‭interrupted‬‭in‬
‭particular‬ ‭for‬ ‭reasons‬ ‭of‬ ‭maintenance,‬ ‭security‬ ‭or‬ ‭due‬ ‭to‬ ‭computer‬ ‭problems,‬ ‭interruption‬ ‭or‬ ‭malfunction‬ ‭of‬ ‭the‬
‭Internet service, failure of any receiving equipment or communication lines or other unforeseen circumstances.‬

‭In‬ ‭particular,‬ ‭Omnidoc‬ ‭may‬ ‭suspend‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭for‬ ‭scheduled‬‭maintenance‬‭by‬‭Omnidoc‬‭or‬‭one‬‭of‬‭its‬‭Data‬
‭Processors or for technical reasons (emergency maintenance).‬

‭Omnidoc‬ ‭may‬ ‭freely‬ ‭modify‬ ‭the‬ ‭technical‬ ‭infrastructure‬ ‭of‬ ‭its‬ ‭Platform,‬ ‭delete‬ ‭and/or‬ ‭add‬ ‭functionalities‬ ‭and/or‬
‭services.‬

‭For‬‭any‬‭difficulty‬‭in‬‭using‬‭or‬‭malfunctioning‬‭of‬‭the‬‭Platform,‬‭Users‬‭are‬‭invited‬‭to‬‭contact‬‭Omnidoc‬‭at‬‭the‬‭following‬‭e-mail‬
‭address:‬‭support@omnidoc.de‬‭.‬

‭10.‬ ‭Intellectual Property‬

‭Access‬‭to‬‭and/or‬‭use‬‭of‬‭the‬‭Platform‬‭and‬‭the‬‭Omnidoc‬‭Service‬‭in‬‭no‬‭way‬‭constitutes‬‭recognition‬‭of‬‭any‬‭right‬‭whatsoever‬
‭and,‬ ‭more‬‭generally,‬ ‭does‬‭not‬‭confer‬‭on‬‭the‬‭Authorized‬‭User‬‭any‬‭intellectual‬‭property‬‭rights‬‭whatsoever‬‭in‬‭respect‬‭of‬
‭the Platform, the Omnidoc Service or any of the elements of which they are composed.‬

‭In‬‭this‬‭regard,‬‭You‬‭acknowledge‬‭and‬‭agree‬‭that‬‭Omnidoc,‬‭its‬‭Affiliates‬‭and/or,‬‭if‬‭applicable,‬‭any‬‭of‬‭its‬‭licensors,‬‭are‬‭and‬
‭shall‬ ‭remain‬ ‭the‬ ‭exclusive‬ ‭owners‬ ‭of‬ ‭all‬ ‭rights‬ ‭(including‬ ‭all‬ ‭intellectual‬ ‭property‬ ‭rights)‬ ‭in‬ ‭and‬ ‭to‬ ‭the‬ ‭Platform,‬ ‭the‬
‭Omnidoc‬‭Service,‬‭all‬ ‭of‬‭its‬‭components,‬‭features‬‭and‬‭modules‬‭(including,‬‭but‬‭not‬‭limited‬‭to,‬‭all‬ ‭text,‬ ‭graphics,‬ ‭images,‬
‭logos,‬‭names,‬‭trademarks,‬‭signs,‬‭designations,‬‭sounds,‬‭photographs,‬‭videos,‬‭designs,‬‭data,‬‭databases‬‭and‬‭software)‬‭and‬
‭any related documentation made available to the User under these GTCU ("‬‭Omnidoc Properties‬‭").‬

‭All‬ ‭rights‬ ‭related‬ ‭to‬ ‭the‬ ‭know-how,‬ ‭techniques,‬ ‭programs,‬ ‭tools,‬ ‭integrations,‬ ‭enhancements‬ ‭and/or‬ ‭documents‬
‭developed‬ ‭by‬ ‭Omnidoc,‬ ‭its‬ ‭Affiliates‬‭and/or‬‭its‬‭licensors‬‭in‬‭connection‬‭with‬‭the‬‭the‬‭Platform,‬‭the‬‭Omnidoc‬‭Service‬‭or‬
‭any‬‭related‬‭service‬‭shall‬ ‭remain‬‭the‬‭exclusive‬‭property‬‭of‬‭Omnidoc,‬‭its‬‭Affiliates‬‭and/or‬‭its‬‭licensors.‬‭As‬‭such,‬‭You‬‭agree‬
‭not‬ ‭to‬‭remove,‬‭modify‬‭or‬‭alter‬‭any‬‭mention‬‭of‬‭intellectual‬‭property‬‭rights‬‭displayed‬‭or‬‭provided‬‭via‬‭the‬‭Platform.‬‭The‬
‭Platform,‬‭the‬‭Omnidoc‬‭Service‬‭and‬‭all‬‭the‬‭elements‬‭of‬‭which‬‭they‬‭are‬‭composed‬‭are‬‭of‬‭a‬‭confidential‬‭nature‬‭and‬‭are‬‭not‬
‭in the public domain.‬
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‭The‬‭User‬‭acknowledges‬‭that‬‭any‬‭violation‬‭of‬‭the‬‭stipulations‬‭of‬‭the‬‭present‬‭article‬‭or‬‭of‬‭stipulations‬‭of‬‭the‬‭same‬‭nature‬
‭appearing in the GTCU and/or the Contract constitutes an infringement punishable under civil and criminal law.‬

‭Omnidoc‬ ‭undertakes‬ ‭to‬ ‭defend‬ ‭and‬ ‭indemnify‬ ‭the‬ ‭User‬ ‭against‬ ‭any‬ ‭legal‬ ‭action‬ ‭or‬ ‭claim‬ ‭alleging‬ ‭that‬ ‭the‬ ‭Platform‬
‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭infringe‬ ‭the‬ ‭intellectual‬ ‭property‬ ‭rights‬ ‭of‬ ‭a‬ ‭third‬ ‭party‬ ‭subject‬ ‭to‬ ‭compliance‬‭with‬‭the‬
‭following‬ ‭conditions:‬ ‭i)‬ ‭the‬ ‭User‬ ‭has‬ ‭used‬ ‭the‬‭Omnidoc‬‭Platform‬‭and/or‬‭the‬‭Omnidoc‬‭Service‬‭in‬‭accordance‬‭with‬‭the‬
‭terms‬‭of‬‭the‬‭GTCU‬‭and,‬‭where‬‭applicable,‬‭the‬‭Agreement‬‭and‬‭in‬‭accordance‬‭with‬‭applicable‬‭law‬‭and‬‭regulations;‬‭ii)‬‭the‬
‭Omnidoc‬‭Platform‬‭and/or‬‭the‬‭Omnidoc‬‭Service‬‭has‬‭not‬‭been‬‭modified‬‭by‬‭any‬‭person‬‭other‬‭than‬‭Omnidoc‬‭;‬‭iii)‬‭that‬‭the‬
‭Omnidoc‬ ‭Platform‬ ‭and/or‬ ‭Service‬ ‭has‬ ‭not‬ ‭been‬ ‭used‬ ‭in‬ ‭combination‬ ‭with‬ ‭any‬ ‭other‬ ‭product‬ ‭or‬‭service‬‭offered‬‭by‬‭a‬
‭provider‬ ‭other‬ ‭Omnidoc;‬ ‭iv)‬ ‭that‬ ‭the‬ ‭User‬ ‭informs‬ ‭Omnidoc‬ ‭as‬ ‭soon‬ ‭as‬‭possible‬‭of‬‭any‬‭claim‬‭or‬‭legal‬‭action‬‭brought‬
‭under‬‭this‬‭section;‬‭v)‬‭that‬‭Omnidoc‬‭assumes‬‭exclusive‬‭control‬‭of‬‭the‬‭defense‬‭of‬‭the‬‭case‬‭and‬‭vi)‬‭that‬‭the‬‭User‬‭provides‬
‭Omnidoc‬‭with‬‭reasonable‬‭assistance‬‭in‬‭the‬‭defense‬‭of‬‭the‬‭claim.‬‭Omnidoc‬‭shall‬ ‭indemnify‬‭the‬‭User‬‭for‬‭the‬‭amount‬‭of‬
‭any‬ ‭final‬ ‭judgment‬ ‭or‬ ‭settlement‬ ‭approved‬ ‭by‬ ‭Omnidoc.‬ ‭These‬ ‭provisions‬ ‭define‬ ‭Omnidoc's‬ ‭entire‬ ‭liability‬ ‭and‬ ‭the‬
‭User's‬ ‭sole‬ ‭remedy‬ ‭in‬ ‭the‬ ‭event‬ ‭of‬ ‭actions‬ ‭or‬ ‭claims‬ ‭by‬ ‭third‬ ‭parties‬ ‭based‬ ‭on‬ ‭an‬ ‭infringement‬ ‭of‬ ‭their‬ ‭intellectual‬
‭property rights.‬

‭11.‬ ‭Third-party software and services‬

‭The‬‭Omnidoc‬‭Platform‬‭and‬‭Service‬‭may‬‭contain‬‭links‬‭to‬‭or‬‭call‬‭up‬‭the‬‭servers‬‭of‬‭third-party‬‭websites,‬‭software‬‭products‬
‭and/or services that are not under the control of Omnidoc ("‬‭Third-Party Software and Services‬‭").‬

‭Omnidoc‬‭is‬‭not‬‭responsible‬‭for‬‭and‬‭makes‬‭no‬‭warranty,‬‭express‬‭or‬‭implied,‬‭with‬‭respect‬‭to‬‭the‬‭information,‬‭content‬‭or‬
‭other‬ ‭products‬ ‭or‬ ‭services‬ ‭contained‬ ‭in‬ ‭or‬ ‭accessible‬ ‭through‬ ‭Third-Party‬ ‭Software‬ ‭and‬ ‭Services.‬ ‭The‬‭User‬‭is‬ ‭hereby‬
‭informed‬ ‭that‬ ‭it‬ ‭is‬ ‭his/her‬ ‭sole‬ ‭responsibility‬ ‭to‬ ‭read‬ ‭and‬ ‭accept‬ ‭the‬ ‭conditions‬‭governing‬‭access‬‭to‬‭and‬‭use‬‭of‬‭such‬
‭Third-Party Software and Services.‬

‭12.‬ ‭Warranties‬

‭THE‬ ‭PLATFORM,‬ ‭THE‬ ‭OMNIDOC‬ ‭SERVICE‬ ‭AND‬ ‭ALL‬ ‭OF‬ ‭THEIR‬ ‭COMPONENTS‬ ‭ARE‬ ‭MADE‬ ‭AVAILABLE‬ ‭TO‬ ‭YOU‬ ‭FREE‬ ‭OF‬
‭CHARGE‬ ‭AND‬ ‭ARE‬ ‭THEREFORE‬ ‭PROVIDED‬ ‭"AS‬ ‭IS".‬ ‭IN‬ ‭THIS‬ ‭REGARD,‬ ‭YOU‬ ‭AGREE‬ ‭THAT‬ ‭YOUR‬ ‭USE‬‭OF‬‭THE‬‭PLATFORM‬
‭AND/OR THE OMNIDOC SERVICE IS ENTIRELY AT YOUR OWN RISK.‬

‭Omnidoc‬‭and‬‭its‬‭Affiliated‬‭Companies‬‭disclaim‬‭all‬‭warranties‬‭or‬‭representations‬‭of‬‭any‬‭kind,‬‭whether‬‭express‬‭or‬‭implied,‬
‭with‬‭respect‬‭to‬‭the‬‭Platform,‬‭the‬‭Omnidoc‬‭Service,‬‭all‬ ‭thereof‬‭and‬‭any‬‭content,‬‭media‬‭or‬‭information‬‭contained‬‭on‬‭or‬
‭accessible through the Platform.‬

‭Omnidoc‬‭and‬‭its‬‭Affiliates‬‭make‬‭no‬‭warranty‬‭or‬‭representation,‬‭express‬‭or‬‭implicit,‬‭that‬‭the‬‭information‬‭provided‬‭on‬‭this‬
‭Platform and through the Omnidoc Service is accurate, complete, current or error-free.‬
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‭Omnidoc‬ ‭and‬ ‭its‬ ‭Affiliates‬ ‭do‬ ‭not‬ ‭warrant‬ ‭that‬ ‭Your‬ ‭access‬ ‭to‬ ‭the‬ ‭Omnidoc‬ ‭Platform‬ ‭and/or‬ ‭Service‬ ‭or‬ ‭any‬ ‭portion‬
‭thereof,‬‭or‬‭the‬‭availability‬‭of‬‭its‬‭content,‬‭will‬ ‭be‬‭uninterrupted‬‭or‬‭free‬‭of‬‭defects,‬‭viruses‬‭or‬‭other‬‭harmful‬‭components.‬
‭FURTHER,‬ ‭OMNIDOC‬ ‭AND‬ ‭ITS‬ ‭AFFILIATES‬ ‭DISCLAIM‬ ‭ALL‬ ‭WARRANTIES,‬ ‭EXPRESS‬ ‭OR‬ ‭IMPLICIT,‬ ‭INCLUDING,‬ ‭BUT‬ ‭NOT‬
‭LIMITED‬ ‭TO,‬ ‭ANY‬ ‭IMPLICIT‬ ‭WARRANTIES‬ ‭OF‬ ‭MERCHANTABILITY,‬ ‭FITNESS‬ ‭FOR‬ ‭A‬ ‭PARTICULAR‬ ‭PURPOSE,‬ ‭TITLE‬ ‭OR‬
‭NON-INFRINGEMENT.‬

‭You‬‭acknowledge‬‭that‬‭Omnidoc's‬‭role‬‭is‬‭limited‬‭to‬‭that‬‭of‬‭a‬‭mere‬‭intermediary‬‭and‬‭technical‬‭service‬‭provider‬‭and‬‭that‬‭it‬
‭cannot‬‭in‬‭any‬‭way‬‭be‬‭held‬‭liable‬‭for‬‭the‬‭behavior‬‭of‬‭Users‬‭and‬‭Healthcare‬‭professionals‬‭on‬‭the‬‭Platform.‬‭In‬‭this‬‭respect,‬
‭Omnidoc‬ ‭and/or‬ ‭its‬ ‭Affiliated‬ ‭Companies‬ ‭disclaim‬‭all‬ ‭liability‬‭in‬‭the‬‭event‬‭of‬‭any‬‭dispute‬‭whatsoever‬‭between‬‭a‬‭User,‬
‭Professionals, patients and/or a third party not attributable to Omnidoc and/or its Affiliated Companies.‬
‭Likewise,‬ ‭Omnidoc‬ ‭and/or‬ ‭its‬‭Affiliated‬‭Companies‬‭shall‬ ‭in‬‭no‬‭event‬‭be‬‭held‬‭liable‬‭for‬‭(i)‬ ‭the‬‭non-execution,‬‭improper‬
‭execution‬‭or‬‭late‬‭execution‬‭by‬‭the‬‭Healthcare‬‭Professional‬‭of‬‭the‬‭scheduled‬‭eConsult‬‭taken‬‭via‬‭the‬‭Platform‬‭(including‬
‭any‬‭cancellation‬‭or‬‭unavailability‬‭of‬‭a‬‭Healthcare‬‭Professional)‬‭;‬ ‭and/or‬‭(ii)‬ ‭the‬‭non-execution‬‭or‬‭poor‬‭or‬‭late‬‭execution‬
‭of,‬ ‭for‬‭example,‬‭the‬‭content,‬‭information,‬‭User‬‭Content‬‭and/or‬‭medical‬‭recommendations‬‭or‬‭prescriptions‬‭provided‬‭by‬‭a‬
‭Healthcare Professional to another Healthcare Professional and/or a patient.‬

‭Furthermore,‬ ‭Omnidoc‬ ‭and‬ ‭its‬ ‭Affiliated‬ ‭Companies‬ ‭disclaim‬ ‭all‬ ‭liability‬ ‭for‬ ‭the‬ ‭use‬ ‭of‬ ‭the‬ ‭Platform,‬ ‭the‬ ‭Omnidoc‬
‭Service,‬ ‭and/or‬ ‭the‬ ‭results‬ ‭or‬ ‭decisions‬ ‭made‬ ‭or‬ ‭obtained‬ ‭by‬ ‭the‬ ‭User‬ ‭via‬ ‭the‬ ‭Platform.‬ ‭Omnidoc‬ ‭and‬ ‭its‬ ‭Affiliated‬
‭Companies‬‭do‬‭not‬‭warrant‬‭that‬‭the‬‭functions‬‭of‬‭the‬‭Platform,‬‭the‬‭Omnidoc‬‭Service‬‭and‬‭any‬‭related‬‭services‬‭will‬‭meet‬
‭Your‬‭requirements‬‭or‬‭enable‬‭You‬‭to‬‭obtain‬‭the‬‭expected‬‭results.‬‭You‬‭are‬‭solely‬‭responsible‬‭for‬‭ensuring‬‭that‬‭the‬‭results‬
‭produced‬‭via‬‭the‬‭Platform‬‭and‬‭any‬‭related‬‭services‬‭meet‬‭your‬‭quality‬‭and‬‭safety‬‭requirements.‬‭This‬‭warranty‬‭disclaimer‬
‭applies to the maximum extent permitted by applicable law.‬

‭13.‬ ‭Liability‬

‭Under‬‭no‬‭circumstances‬‭shall‬ ‭Omnidoc‬‭be‬‭held‬‭liable‬‭for‬‭any‬‭direct‬‭or‬‭indirect‬‭damage‬‭caused‬‭to‬‭the‬‭User,‬‭a‬‭Healthcare‬
‭Professional and/or any third party, in the event of :‬

‭–‬ ‭the‬‭occurrence‬‭of‬‭an‬‭event‬‭of‬‭force‬‭majeure‬‭as‬‭defined‬‭by‬‭French‬‭law‬‭and‬‭courts,‬‭which‬‭has‬‭an‬‭impact‬‭on‬‭the‬
‭Omnidoc Platform and/or Service;‬

‭–‬ ‭problems related to the Internet Network ;‬
‭–‬ ‭breakdowns‬ ‭or‬ ‭damage‬‭to‬‭the‬‭User's‬‭equipment‬‭or‬‭contamination‬‭of‬‭the‬‭User's‬‭computer‬‭system‬‭by‬‭viruses,‬

‭attacks or malicious acts by third parties;‬
‭–‬ ‭unavailability‬ ‭or‬ ‭malfunction‬ ‭of‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭for‬ ‭any‬ ‭reason‬ ‭whatsoever.‬ ‭The‬

‭unavailability‬‭of‬‭the‬‭Omnidoc‬‭Service‬‭shall‬ ‭not‬‭entitle‬‭the‬‭User‬‭to‬‭any‬‭compensation‬‭and‬‭Omnidoc‬‭shall‬‭not‬‭be‬
‭held liable in the event of unavailability or malfunction of the Platform.‬

‭–‬ ‭use of the Platform by the User that does not comply with these GTCU and/or the Contract;‬
‭–‬ ‭the occurrence of a dispute between a User, a Healthcare Professional and/or a patient, whatever the cause.‬

‭Omnidoc‬‭and‬‭its‬‭Affiliates‬‭shall‬ ‭in‬‭no‬‭event‬‭be‬‭liable‬‭to‬‭the‬‭User,‬‭the‬‭Customer‬‭and/or‬‭any‬‭third‬‭party‬‭for‬‭any‬‭indirect‬‭or‬
‭consequential‬‭damages‬‭of‬‭any‬‭nature‬‭whatsoever‬‭arising‬‭out‬‭of‬‭or‬‭in‬‭connection‬‭with‬‭the‬‭Platform,‬‭the‬‭Omnidoc‬‭Service‬
‭and/or‬ ‭the‬ ‭information‬ ‭contained‬ ‭therein,‬ ‭such‬ ‭as,‬ ‭without‬ ‭limitation,‬ ‭any‬ ‭lost‬ ‭profits,‬ ‭business‬ ‭interruption,‬‭loss‬‭of‬
‭business,‬ ‭sales,‬ ‭profits,‬ ‭customers‬ ‭or‬ ‭patients,‬ ‭contracts,‬ ‭data‬ ‭and‬ ‭loss‬ ‭of‬ ‭opportunity,‬ ‭loss‬ ‭of‬‭image‬‭and‬‭damage‬‭to‬
‭reputation.‬

‭In‬‭any‬‭event,‬‭in‬‭the‬‭event‬‭of‬‭proven‬‭fault‬‭on‬‭the‬‭part‬‭of‬‭Omnidoc‬‭and/or‬‭its‬‭Affiliated‬‭Companies‬‭towards‬‭the‬‭User,‬‭the‬
‭entire‬ ‭liability‬ ‭of‬ ‭Omnidoc,‬‭its‬‭representatives‬‭and/or‬‭its‬‭Affiliated‬‭Companies‬‭towards‬‭the‬‭User,‬‭under‬‭these‬‭GTCU,‬‭is‬
‭limited, all damages and penalties combined, to a total amount equivalent to one hundred (100) euros including VAT.‬
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‭14.‬ ‭Personal data and medical confidentiality‬

‭14.1.‬‭Description of the various Treatments used‬

‭As‬ ‭part‬ ‭of‬ ‭the‬ ‭provision‬ ‭of‬ ‭eConsult‬ ‭services‬ ‭via‬ ‭the‬ ‭Omnidoc‬ ‭platform‬ ‭under‬ ‭these‬ ‭GTCU,‬ ‭and‬ ‭depending‬ ‭on‬ ‭the‬
‭Healthcare‬ ‭Professionals'‬ ‭practice‬ ‭methods,‬ ‭the‬ ‭Parties‬ ‭acknowledge‬ ‭and‬ ‭accept‬ ‭that‬ ‭several‬ ‭types‬ ‭of‬ ‭Personal‬‭Data‬
‭Processing are implemented for which the roles, obligations and responsibilities of the Parties are different:‬

‭●‬ ‭Processing‬ ‭relating‬ ‭to‬ ‭the‬‭management‬‭and‬‭configuration‬‭the‬‭Platform‬‭for‬‭the‬‭purposes‬‭of‬‭eConsult‬ ‭within‬
‭the‬ ‭Network,‬ ‭for‬ ‭which‬ ‭the‬ ‭Customers‬ ‭act‬ ‭as‬‭Data‬‭controllers‬‭and‬‭Omnidoc‬‭acts‬‭as‬‭Data‬‭Processor.‬ ‭For‬‭such‬
‭Processing,‬‭the‬‭respective‬‭obligations‬‭of‬‭the‬‭Parties‬‭are‬‭defined‬‭article‬‭4‬‭of‬‭the‬‭Agreement‬‭on‬‭the‬‭Processing‬
‭of Personal Data signed between Omnidoc and‬‭the Customer‬‭concerned, which completes the Contract‬‭.‬

‭●‬ ‭Processing relating to the initiation of a eConsult procedure by the Referring‬‭physicians, in which :‬
‭o‬ ‭when‬‭the‬‭Referring‬‭User‬‭is‬‭part‬‭of‬‭a‬‭Referring‬‭Network‬‭(such‬‭as‬‭a‬‭healthcare‬‭establishment,‬‭a‬‭nursing‬

‭home,‬‭a‬‭municipal‬‭medical‬‭center),‬ ‭the‬‭establishment‬‭to‬‭which‬‭the‬‭Referring‬‭Network‬‭is‬‭attached‬‭acts‬
‭as‬ ‭Data‬ ‭Controller‬ ‭and‬ ‭Omnidoc‬ ‭acts‬ ‭as‬ ‭Data‬ ‭Processor.‬ ‭For‬ ‭these‬ ‭Processing‬ ‭operations,‬ ‭the‬
‭respective‬ ‭obligations‬ ‭of‬ ‭the‬ ‭Parties‬ ‭are‬ ‭defined‬ ‭article‬ ‭4‬ ‭of‬ ‭the‬ ‭Agreement‬ ‭on‬ ‭the‬ ‭processing‬‭of‬
‭personal‬‭data‬‭signed‬‭between‬‭Omnidoc‬‭and‬‭the‬‭establishment‬‭to‬‭which‬‭the‬‭Referring‬‭physicians‬‭is‬
‭attached, which completes the Contract;‬

‭o‬ ‭when‬ ‭the‬ ‭Referring‬ ‭Physician‬ ‭works‬ ‭as‬ ‭an‬ ‭Individual‬ ‭Practitioner‬ ‭or‬ ‭within‬ ‭a‬ ‭self-employed‬
‭organization‬‭:‬ ‭the‬ ‭Referring‬ ‭Physician‬ ‭acts‬ ‭as‬ ‭the‬ ‭Data‬ ‭Controller‬ ‭and‬ ‭Omnidoc‬ ‭acts‬ ‭as‬ ‭the‬ ‭Data‬
‭Processor.‬ ‭For‬ ‭such‬ ‭Processing,‬ ‭the‬ ‭respective‬ ‭obligations‬‭of‬‭the‬‭Parties‬‭are‬‭defined‬‭in‬‭the‬‭present‬
‭Article 14 of the GTCU;‬

‭●‬ ‭Processing‬ ‭relating‬ ‭to‬ ‭the‬ ‭management‬ ‭and‬ ‭performance‬ ‭of‬ ‭eConsult‬ ‭procedures,‬ ‭the‬ ‭hosting‬ ‭of‬ ‭the‬
‭Platform, and the provision of the Omnidoc Service,‬‭for which :‬

‭o‬ ‭where‬ ‭the‬ ‭Referring‬ ‭Physician‬ ‭works‬‭as‬‭a‬‭Network‬‭Practitioner‬‭within‬‭a‬‭healthcare‬‭establishment,‬
‭the‬‭said‬‭healthcare‬‭establishment‬‭acts‬‭as‬‭the‬‭Data‬‭controller‬‭and‬‭Omnidoc‬‭acts‬‭as‬‭the‬‭Data‬‭processor.‬
‭For‬ ‭such‬ ‭Processing,‬ ‭the‬ ‭respective‬ ‭obligations‬ ‭of‬ ‭the‬ ‭Parties‬ ‭are‬ ‭defined‬ ‭in‬ ‭article‬ ‭4‬ ‭of‬ ‭the‬
‭Agreement‬ ‭on‬ ‭the‬ ‭Processing‬ ‭of‬ ‭Personal‬ ‭Data‬ ‭signed‬ ‭between‬ ‭Omnidoc‬ ‭and‬ ‭the‬ ‭healthcare‬
‭establishment concerned, which completes the Contract;‬

‭o‬ ‭when‬ ‭the‬ ‭Consulting‬ ‭physicians‬ ‭are‬ ‭practicing‬ ‭as‬ ‭Individual‬ ‭Practitioners‬ ‭or‬ ‭within‬ ‭a‬ ‭liberal‬
‭organization‬‭,‬ ‭the‬‭Consulting‬‭physicians‬‭act‬‭as‬‭Data‬‭controller‬‭and‬‭Omnidoc‬‭act‬‭as‬‭Data‬‭processor.‬‭For‬
‭these Processings‬‭, the respective obligations of the‬‭Parties are defined in article 14 of these GTCU;‬

‭●‬ ‭Processing relating to the provision of unique user accounts to Healthcare professionals‬‭, for which Omnidoc‬
‭acts as Data Controller and the Healthcare professionals, Users, are Data Subjects of the Processing.‬
‭Information on the nature and characteristics of such Processing is contained in Omnidoc's Privacy Policy, which‬
‭can be accessed via the following hypertext link :‬‭https://omnidoc.fr/de/data-privacy‬

‭THE FOLLOWING STIPULATIONS ARE THEREFORE INTENDED TO APPLY ONLY TO PROCESSING CARRIED OUT BY‬
‭IMPLEMENTED AS PART OF :‬

‭-‬ ‭THE‬ ‭INITIATION‬ ‭OF‬ ‭A‬ ‭eConsult‬ ‭PROCEDURE‬ ‭VIA‬ ‭THE‬ ‭PLATFORM‬ ‭BY‬ ‭REFERRING‬ ‭PHYSICIANS‬ ‭PRACTICING‬ ‭AS‬
‭INDIVIDUAL PRACTITIONERS AND/OR AS PART OF A LIBERAL ORGANIZATION‬
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‭-‬ ‭AND‬‭THE‬‭MANAGEMENT‬‭AND‬‭PERFORMANCE‬‭OF‬‭eConsult‬‭PROCEDURES‬‭BY‬‭REFERRING‬‭PHYSICIANS‬‭WORKING‬
‭AS INDIVIDUAL PRACTITIONERS AND/OR AS PART OF A PRIVATE PRACTICE ORGANIZATION.‬

‭For‬‭the‬‭purposes‬‭of‬ ‭Articles‬‭14.2‬ ‭to‬ ‭14.9‬ ‭and‬ ‭Appendices‬‭1‬ ‭and‬ ‭2‬ ‭of‬‭these‬‭GTCU,‬‭the‬‭term‬‭"Concerned‬‭User"‬‭refers‬‭to‬
‭the‬ ‭Requester‬ ‭practicing‬ ‭as‬ ‭an‬ ‭Individual‬ ‭Practitioner‬ ‭and/or‬ ‭the‬ ‭Referring‬ ‭Physician‬ ‭practicing‬ ‭as‬ ‭an‬ ‭Individual‬
‭Practitioner or Network Practitioner (excluding, in the latter case, healthcare institutions).‬

‭14.2.‬‭Omnidoc's obligation to Concerned User‬

‭In‬‭connection‬‭with‬‭the‬‭provision‬‭of‬‭the‬‭Omnidoc‬‭Platform‬‭and‬‭Service‬‭to‬‭Concerned‬‭Users,‬‭Omnidoc‬‭may‬‭have‬‭access‬‭to‬
‭or‬ ‭more‬ ‭generally‬ ‭process‬ ‭Personal‬ ‭Data‬ ‭belonging‬ ‭to‬ ‭the‬ ‭Concerned‬ ‭User‬ ‭and‬ ‭its‬ ‭patients‬ ‭and‬ ‭thus‬ ‭implement‬
‭processing of Personal Data, as a Data Processor, the terms of which are specified in‬‭Appendix 1‬‭hereto.‬

‭In‬‭this‬‭respect,‬ ‭Omnidoc‬‭undertakes‬‭to‬‭process‬‭the‬‭data‬‭entrusted‬‭to‬‭it‬‭by‬‭the‬‭Concerned‬‭User‬‭in‬‭strict‬‭compliance‬‭with‬
‭the present contractual stipulations and the Applicable Data Protection Regulations.‬

‭In‬ ‭connection‬ ‭with‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭provided‬ ‭to‬ ‭Concerned‬ ‭User,‬ ‭Omnidoc‬ ‭shall‬ ‭implement‬ ‭all‬ ‭technical‬ ‭and‬
‭organizational‬ ‭measures‬ ‭appropriate‬ ‭to‬ ‭the‬ ‭state‬ ‭of‬ ‭knowledge,‬ ‭the‬ ‭context,‬ ‭the‬‭purposes‬‭of‬‭the‬‭Processing‬‭and‬‭the‬
‭risks‬ ‭in‬ ‭order‬ ‭to‬ ‭protect‬ ‭Personal‬ ‭Data‬ ‭and‬ ‭shall‬ ‭take‬ ‭all‬ ‭necessary‬ ‭precautions‬ ‭to‬ ‭preserve‬ ‭the‬ ‭security,‬ ‭availability,‬
‭confidentiality‬ ‭and‬ ‭integrity‬ ‭of‬ ‭such‬ ‭Data,‬ ‭in‬ ‭particular‬ ‭against‬ ‭accidental‬ ‭or‬ ‭unlawful‬ ‭destruction,‬ ‭accidental‬ ‭loss,‬
‭alteration, dissemination or unauthorized access.‬

‭The‬ ‭security‬ ‭measures‬ ‭implemented‬ ‭are‬ ‭listed‬ ‭in‬ ‭Appendix‬ ‭2.‬ ‭The‬ ‭Concerned‬ ‭User‬ ‭acknowledges‬ ‭and‬ ‭accepts‬ ‭that‬
‭security‬ ‭measures‬ ‭are‬ ‭subject‬ ‭to‬‭technical‬‭progress‬‭and‬‭development.‬‭In‬‭this‬‭context,‬ ‭Omnidoc‬‭will‬ ‭regularly‬‭monitor‬
‭the‬‭adequacy‬‭of‬‭the‬‭security‬‭measures‬‭taken‬‭and‬‭may‬‭update‬‭or‬‭modify‬‭them‬‭during‬‭the‬‭performance‬‭of‬‭these‬‭GTCU,‬
‭provided‬ ‭that‬‭such‬‭updates‬‭and‬‭modifications‬‭do‬‭not‬‭degrade‬‭or‬‭diminish‬‭the‬‭overall‬ ‭security‬‭of‬‭the‬‭Omnidoc‬‭Service‬
‭provided to Concerned Users.‬

‭Omnidoc also undertakes to:‬

‭-‬ ‭Process‬‭data‬‭solely‬‭for‬‭the‬‭purpose(s)‬‭set‬‭out‬‭in‬‭Appendix‬‭1‬‭and‬‭in‬‭accordance‬‭with‬‭the‬‭instructions‬‭of‬‭the‬‭User‬
‭concerned.‬ ‭If‬ ‭Omnidoc‬ ‭considers‬ ‭that‬ ‭an‬ ‭instruction‬ ‭constitutes‬ ‭a‬ ‭breach‬ ‭of‬ ‭the‬ ‭Applicable‬ ‭Data‬ ‭Protection‬
‭Regulation‬ ‭or‬ ‭any‬‭other‬‭provision‬‭of‬‭Union‬‭or‬‭Member‬‭State‬‭law‬‭relating‬‭to‬‭data,‬‭it‬ ‭shall‬ ‭immediately‬‭inform‬
‭the Concerned User,‬

‭-‬ ‭Inform‬ ‭the‬ ‭Concerned‬ ‭User‬ ‭if‬ ‭he‬ ‭is‬ ‭required‬ ‭to‬ ‭transfer‬ ‭data‬ ‭to‬ ‭a‬ ‭third‬ ‭country‬ ‭or‬ ‭to‬ ‭an‬ ‭international‬
‭organization, by virtue of Union law or the law of the Member State to which he is subject,‬

‭-‬ ‭Take all necessary precautions to ensure the confidentiality of Personal Data processed under these GTCU,‬
‭-‬ ‭To‬ ‭ensure‬ ‭that‬ ‭persons‬ ‭authorized‬ ‭to‬ ‭process‬ ‭Personal‬ ‭Data‬ ‭under‬ ‭these‬ ‭GTCU‬ ‭undertake‬ ‭to‬ ‭respect‬

‭confidentiality themselves and receive the necessary training in the protection of Personal Data,‬
‭-‬ ‭Assist‬ ‭the‬ ‭Concerned‬‭User‬‭in‬‭carrying‬‭out‬‭impact‬‭analyses‬‭relating‬‭to‬‭data‬‭protection‬‭and‬‭in‬‭carrying‬‭out‬‭any‬

‭prior consultation with the Supervisory Authority,‬
‭-‬ ‭Indicate‬‭to‬‭the‬‭Concerned‬‭User‬‭whether‬‭the‬‭Processing‬‭is‬‭subject‬‭to‬‭a‬‭transfer‬‭of‬‭data‬‭outside‬‭European‬‭Union,‬

‭where‬ ‭applicable‬ ‭provide‬ ‭the‬ ‭evidence‬ ‭required‬ ‭by‬ ‭the‬ ‭GDPR,‬ ‭in‬ ‭particular‬ ‭the‬ ‭signature‬ ‭of‬ ‭the‬ ‭European‬
‭Commission's‬ ‭standard‬ ‭contractual‬ ‭clauses‬ ‭concerning‬ ‭a‬ ‭transfer‬ ‭of‬ ‭data‬‭to‬‭a‬‭country‬‭not‬‭considered‬‭by‬‭the‬
‭European‬ ‭Commission‬ ‭as‬ ‭offering‬ ‭adequate‬ ‭protection.‬ ‭In‬ ‭this‬ ‭respect,‬ ‭it‬ ‭is‬ ‭specified‬‭that‬‭the‬‭data‬‭transfers‬
‭outside the European Union existing on the day of signature of the present are listed in‬‭Appendix‬‭1‬‭.‬
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‭14.3.‬‭Subcontracting‬

‭Omnidoc‬‭may‬‭call‬ ‭upon‬‭a‬‭Data‬‭Processor‬‭to‬‭carry‬‭out‬‭specific‬‭Processing‬‭activities.‬‭In‬‭this‬‭respect,‬‭it‬‭is‬‭specified‬‭that‬‭on‬
‭the‬‭date‬‭of‬‭signature‬‭of‬‭this‬‭Agreement,‬‭the‬‭list‬‭of‬‭authorized‬‭Data‬‭Processors‬‭is‬‭set‬‭out‬‭in‬‭Appendix‬‭1‬‭.‬‭Should‬‭Omnidoc‬
‭wish‬‭to‬‭modify‬‭the‬‭list‬‭of‬‭authorized‬‭Data‬‭Processors,‬‭it‬‭shall‬‭inform‬‭the‬‭User‬‭concerned‬‭in‬‭advance‬‭and‬‭in‬‭writing‬‭of‬‭any‬
‭change‬ ‭envisaged‬ ‭concerning‬ ‭the‬ ‭addition‬ ‭or‬ ‭replacement‬ ‭of‬ ‭Data‬ ‭Processors.‬ ‭This‬ ‭information,‬ ‭sent‬ ‭to‬ ‭the‬ ‭contact‬
‭point‬‭mentioned‬‭in‬ ‭Article‬‭14.10‬‭,‬ ‭must‬‭clearly‬‭indicate‬‭the‬‭Processing‬‭activities‬‭subcontracted,‬‭the‬‭identity‬‭and‬‭contact‬
‭details‬‭of‬‭the‬‭Data‬‭Processor‬‭and‬‭the‬‭dates‬‭of‬‭the‬‭subcontracting‬‭agreement.‬‭The‬‭Concerned‬‭User‬‭has‬‭a‬‭period‬‭of‬‭thirty‬
‭(30)‬‭days‬‭from‬‭the‬‭date‬‭of‬‭receipt‬‭of‬‭this‬‭information‬‭to‬‭present‬‭any‬‭objections.‬‭Such‬‭subcontracting‬‭may‬‭only‬‭be‬‭carried‬
‭out if the Concerned User has not raised any objections within the aforementioned period.‬

‭It‬ ‭is‬ ‭Omnidoc's‬ ‭responsibility‬ ‭to‬ ‭ensure‬ ‭that‬ ‭the‬ ‭subsequent‬ ‭processor‬ ‭presents‬ ‭the‬ ‭same‬ ‭guarantees‬ ‭as‬ ‭to‬ ‭the‬
‭implementation‬‭of‬‭appropriate‬‭technical‬‭and‬‭organizational‬‭measures‬‭so‬‭that‬‭the‬‭Processing‬‭meets‬‭the‬‭requirements‬‭of‬
‭the‬ ‭Applicable‬ ‭Data‬ ‭Protection‬ ‭Regulations.‬ ‭Omnidoc‬ ‭undertakes‬ ‭to‬ ‭transfer‬ ‭to‬ ‭the‬ ‭Data‬ ‭Processor,‬ ‭by‬ ‭means‬ ‭of‬ ‭a‬
‭written‬ ‭contract,‬ ‭all‬ ‭of‬ ‭the‬ ‭obligations‬ ‭incumbent‬ ‭upon‬ ‭it‬ ‭hereunder.‬ ‭Should‬ ‭the‬ ‭Data‬ ‭Processor‬ ‭fail‬ ‭to‬ ‭fulfill‬ ‭its‬
‭obligations with respect to data protection, Omnidoc shall remain fully liable to the User concerned.‬

‭14.4.‬‭Exercising individual rights‬

‭To‬ ‭the‬ ‭extent‬ ‭possible,‬ ‭Omnidoc‬ ‭will‬ ‭assist‬ ‭the‬ ‭Concerned‬ ‭User‬ ‭in‬ ‭fulfilling‬ ‭its‬ ‭obligation‬ ‭to‬ ‭comply‬‭with‬‭requests‬‭to‬
‭exercise‬ ‭the‬ ‭rights‬ ‭of‬ ‭Concerned‬ ‭Persons:‬ ‭right‬ ‭of‬ ‭access,‬ ‭rectification,‬ ‭erasure‬ ‭and‬ ‭opposition,‬ ‭right‬ ‭to‬‭limitation‬‭of‬
‭processing, right to data portability, right not to be subject to an automated individual decision (including profiling).‬

‭In‬‭the‬‭event‬‭that‬‭Data‬‭Subjects‬‭make‬‭requests‬‭to‬‭Omnidoc‬‭to‬‭exercise‬‭their‬‭rights,‬‭Omnidoc‬‭shall‬‭send‬‭such‬‭requests,‬‭as‬
‭soon‬‭as‬‭possible‬‭and‬‭at‬‭the‬‭latest‬‭within‬‭eight‬‭(8)‬‭working‬‭days,‬‭by‬‭e-mail‬‭to‬‭the‬‭address‬‭of‬‭the‬‭Data‬‭Protection‬‭Officer‬
‭of the Data Subject.‬

‭14.5.‬‭Notification of Personal Data Breaches‬

‭Omnidoc‬‭shall‬ ‭notify‬‭the‬‭Concerned‬‭User‬‭of‬‭any‬‭personal‬‭data‬‭breach‬‭as‬‭soon‬‭as‬‭possible‬‭and‬‭in‬‭any‬‭event‬‭within‬‭(48)‬
‭hours‬‭of‬‭becoming‬‭aware‬‭of‬‭it‬ ‭by‬‭email‬ ‭to‬‭the‬‭address‬‭of‬‭the‬‭Concerned‬‭Users‬‭data‬‭protection‬‭officer.‬‭This‬‭notification,‬
‭sent‬ ‭to‬ ‭the‬ ‭contact‬ ‭point‬ ‭mentioned‬ ‭in‬ ‭Article‬ ‭14.10‬‭,‬ ‭is‬ ‭accompanied‬ ‭by‬ ‭a‬ ‭description‬ ‭of‬ ‭the‬ ‭violation,‬ ‭the‬ ‭data‬
‭concerned,‬ ‭the‬ ‭cause‬ ‭and‬ ‭any‬ ‭useful‬ ‭documentation‬ ‭to‬ ‭enable‬ ‭the‬ ‭User,‬ ‭if‬ ‭necessary,‬ ‭to‬ ‭notify‬ ‭this‬ ‭violation‬ ‭to‬ ‭the‬
‭competent Supervisory Authority.‬

‭14.6.‬‭Fate of data‬

‭Upon‬ ‭termination‬ ‭of‬ ‭the‬ ‭contractual‬ ‭relationship‬ ‭between‬ ‭the‬ ‭Parties,‬ ‭for‬ ‭any‬ ‭reason‬ ‭whatsoever,‬ ‭Omnidoc‬ ‭shall,‬
‭without‬ ‭delay‬ ‭and‬ ‭at‬ ‭the‬ ‭request‬ ‭of‬ ‭Concerned‬ ‭User,‬‭either‬‭destroy‬‭the‬‭data‬‭and‬‭any‬‭copies‬‭thereof‬‭on‬‭any‬‭medium‬
‭whatsoever,‬‭or‬‭return‬‭the‬‭data‬‭and‬‭destroy‬‭existing‬‭copies‬‭thereof‬‭on‬‭any‬‭medium‬‭whatsoever,‬‭unless‬‭it‬‭is‬‭required‬‭to‬
‭retain‬ ‭the‬ ‭data‬ ‭pursuant‬ ‭to‬ ‭Applicable‬ ‭Data‬ ‭Protection‬ ‭Regulations,‬ ‭of‬ ‭which‬ ‭it‬ ‭undertakes‬ ‭to‬‭inform‬‭the‬‭Concerned‬
‭User.‬

‭Omnidoc shall ensure that any data or copies of data that may have been transmitted to a third party are also destroyed.‬

‭In any event, Omnidoc shall provide proof of such destruction at the first request of the User concerned.‬
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‭14.7.‬‭Audit‬

‭Once‬ ‭a‬ ‭year,‬ ‭the‬ ‭Concerned‬ ‭User‬ ‭may‬ ‭have‬ ‭an‬ ‭auditing‬ ‭firm,‬ ‭bound‬ ‭by‬ ‭professional‬ ‭secrecy‬ ‭and‬ ‭approved‬ ‭by‬ ‭both‬
‭Parties,‬ ‭examine‬ ‭any‬ ‭element‬ ‭enabling‬ ‭it‬ ‭to‬ ‭ensure‬ ‭the‬ ‭proper‬ ‭execution‬ ‭of‬ ‭the‬ ‭stipulations‬ ‭defined‬‭in‬ ‭Article‬‭14‬ ‭of‬
‭these‬‭GTCU.‬‭This‬‭audit‬‭will‬‭take‬‭place‬‭during‬‭Omnidoc's‬‭business‬‭hours‬‭and‬‭subject‬‭to‬‭Omnidoc‬‭having‬‭been‬‭informed‬‭at‬
‭least‬‭thirty‬‭(30)‬‭days‬‭prior‬‭to‬‭its‬‭implementation,‬‭by‬‭registered‬‭letter‬‭with‬‭acknowledgement‬‭of‬‭receipt.‬‭Audit‬‭costs‬‭will‬
‭be borne by the User unless the audit reveals a serious breach of Omnidoc's obligations.‬

‭This audit may be carried out by an outside firm, provided that it does not itself operate in competition with Omnidoc.‬

‭A copy of the audit report will be given to Omnidoc.‬

‭If‬ ‭the‬‭audit‬‭report‬‭reveals‬‭a‬‭breach‬‭of‬‭Omnidoc's‬‭obligations,‬‭Omnidoc‬‭undertakes,‬‭within‬‭the‬‭framework‬‭of‬‭an‬‭action‬
‭plan,‬ ‭to‬‭implement,‬‭at‬‭its‬‭own‬‭expense,‬‭the‬‭necessary‬‭corrective‬‭measures‬‭within‬‭a‬‭period‬‭to‬‭be‬‭agreed‬‭between‬‭the‬
‭Parties depending on the nature of the breach and its seriousness.‬

‭The‬ ‭Parties‬ ‭agree‬ ‭that,‬ ‭in‬ ‭any‬ ‭event,‬ ‭the‬ ‭audit‬ ‭procedure‬ ‭or‬ ‭the‬ ‭lack‬ ‭thereof‬ ‭shall‬ ‭in‬ ‭no‬‭way‬‭exempt‬‭Omnidoc‬‭from‬
‭compliance‬ ‭with‬ ‭its‬‭contractual‬‭obligations‬‭and‬‭shall‬ ‭not‬‭be‬‭construed‬‭as‬‭an‬‭acceptance‬‭of‬‭the‬‭quality‬‭of‬‭the‬‭Services‬
‭provided.‬

‭14.8.‬‭Obligations of User to Omnidoc‬

‭The Concerned User undertakes to :‬

‭-‬ ‭Provide Omnidoc with the data necessary for the provision of the services provided for in these GTCU,‬
‭-‬ ‭To document in writing any instructions regarding the Processing of Personal Data by Omnidoc,‬
‭-‬ ‭Ensure,‬ ‭beforehand‬ ‭and‬ ‭throughout‬ ‭the‬ ‭duration‬ ‭of‬ ‭the‬ ‭contractual‬ ‭relationship,‬ ‭compliance‬ ‭with‬ ‭the‬

‭obligations‬ ‭set‬ ‭forth‬ ‭in‬ ‭the‬ ‭Applicable‬ ‭Data‬ ‭Protection‬ ‭Regulations‬ ‭and‬ ‭the‬ ‭provisions‬ ‭of‬ ‭the‬ ‭French‬ ‭Public‬
‭Health Code, in particular‬

‭o‬ ‭informing those concerned by the treatment, in this case patients,‬
‭o‬ ‭to‬‭inform‬‭patients‬‭about‬‭the‬‭hosting‬‭of‬‭their‬‭Personal‬‭Health‬‭Data‬‭by‬‭a‬‭certified‬‭hosting‬‭provider,‬‭and‬

‭to inform them of their right to object to such hosting,‬
‭-‬ ‭To‬ ‭obtain,‬ ‭required‬ ‭by‬ ‭applicable‬ ‭law,‬ ‭the‬ ‭consent‬ ‭of‬ ‭Data‬ ‭Subjects‬ ‭to‬ ‭the‬ ‭sharing‬ ‭of‬ ‭their‬ ‭data‬ ‭with‬ ‭other‬

‭Healthcare Professionals.‬

‭The‬‭Concerned‬‭User‬‭acknowledges‬‭and‬‭accepts‬‭that‬‭he/she‬‭is‬‭solely‬‭responsible‬‭for‬‭the‬‭accuracy‬‭of‬‭the‬‭Personal‬‭Data‬
‭provided‬‭to‬‭the‬‭Service‬‭Provider‬‭on‬‭the‬‭Platform‬‭and‬‭for‬‭the‬‭compliance‬‭and‬‭legality‬‭of‬‭the‬‭Processing‬‭implemented‬‭via‬
‭the Platform.‬

‭The‬‭parties‬‭acknowledge‬‭and‬‭accept‬‭that‬‭eConsult‬‭is‬‭a‬‭key‬‭factor‬‭in‬‭improving‬‭the‬‭organization‬‭of‬‭the‬‭healthcare‬‭system‬
‭and‬ ‭access‬ ‭to‬ ‭care‬ ‭for‬ ‭all‬ ‭insured‬ ‭persons‬ ‭throughout‬ ‭France,‬ ‭and‬‭that‬‭its‬‭very‬‭recent‬‭development‬‭and‬‭deployment‬
‭require analysis and study in order to improve the service provided.‬

‭Notwithstanding‬ ‭the‬ ‭provisions‬ ‭of‬ ‭Article‬ ‭14.2‬ ‭above,‬ ‭the‬ ‭Concerned‬ ‭User‬ ‭acknowledges‬ ‭having‬ ‭been‬ ‭informed‬ ‭by‬
‭Omnidoc‬ ‭of‬ ‭its‬ ‭intention‬ ‭to‬ ‭reuse‬ ‭some‬ ‭of‬ ‭the‬ ‭Personal‬ ‭Data‬ ‭processed‬ ‭in‬ ‭connection‬ ‭with‬ ‭the‬ ‭management‬‭of‬‭the‬
‭initiation‬ ‭of‬ ‭a‬ ‭eConsult‬ ‭and‬ ‭the‬ ‭management‬ ‭of‬ ‭eConsult‬ ‭acts‬ ‭for‬ ‭the‬ ‭purposes‬ ‭of‬ ‭improving‬ ‭its‬ ‭Platform‬ ‭and‬ ‭the‬
‭Omnidoc‬‭Service,‬‭of‬‭conducting‬‭analyses‬‭to‬‭determine‬‭which‬‭users‬‭to‬‭contact‬‭or‬‭not‬‭in‬‭order‬‭to‬‭propose‬‭new‬‭features‬
‭and‬ ‭services,‬ ‭as‬ ‭well‬ ‭as‬ ‭for‬ ‭Omnidoc's‬ ‭development‬ ‭and‬ ‭exploitation‬ ‭of‬ ‭statistics‬ ‭related‬ ‭to‬ ‭the‬ ‭care‬ ‭pathway‬ ‭by‬
‭Omnidoc.‬ ‭For‬ ‭all‬ ‭intents‬ ‭and‬ ‭purposes,‬ ‭it‬ ‭is‬ ‭hereby‬ ‭specified‬ ‭that‬ ‭Omnidoc‬ ‭will‬ ‭not‬ ‭process‬ ‭any‬ ‭health‬ ‭data‬ ‭in‬ ‭this‬
‭context, whether data relating to patient's identity or data relating to his or her health.‬

‭Omnidoc‬ ‭will‬ ‭only‬‭use‬‭the‬‭identification‬‭data‬‭of‬‭Users,‬‭Referring‬‭physicians‬‭and‬‭Requested‬‭physicians,‬‭whether‬‭or‬‭not‬
‭they‬‭belong‬‭to‬‭a‬‭Network,‬‭their‬‭profession‬‭and‬‭specialty,‬‭access‬‭logs‬‭to‬‭the‬‭Platform,‬‭as‬‭well‬‭as‬‭metadata‬‭related‬‭to‬‭the‬
‭act‬‭of‬‭eConsult,‬ ‭i.e.‬ ‭date‬‭and‬‭time‬‭of‬‭initiation‬‭of‬‭the‬‭eConsult,‬ ‭status‬‭of‬‭the‬‭eConsult‬‭(in‬‭progress,‬‭completed),‬‭date‬‭of‬
‭completion of the eConsult, act code.‬
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‭In this context, the Concerned User:‬
‭-‬ ‭acknowledges‬ ‭and‬ ‭accepts‬ ‭that‬ ‭the‬ ‭purposes‬ ‭of‬ ‭Processing‬ ‭envisaged‬ ‭by‬ ‭Omnidoc‬ ‭appear‬ ‭to‬ ‭it‬ ‭to‬ ‭be‬

‭compatible with the initial Processing implemented by means of the Personal Data mentioned in‬‭Appendix‬‭1‬‭.‬
‭-‬ ‭hereby‬ ‭authorizes‬ ‭Omnidoc‬‭to‬‭reuse‬‭certain‬‭Personal‬‭Data‬‭listed‬‭in‬ ‭Appendix‬‭1‬ ‭(i.e.,‬ ‭in‬‭full,‬ ‭the‬‭identification‬

‭data‬ ‭of‬ ‭Requestors‬ ‭and‬ ‭Referring‬ ‭physicians,‬ ‭whether‬ ‭or‬‭not‬‭they‬‭belong‬‭to‬‭a‬‭Network,‬‭their‬‭profession‬‭and‬
‭specialty,‬ ‭and‬ ‭Platform‬ ‭access‬ ‭logs,‬ ‭as‬ ‭well‬ ‭as‬ ‭metadata‬ ‭relating‬ ‭to‬ ‭the‬ ‭eConsult‬ ‭act,‬ ‭i.e.‬ ‭date‬ ‭and‬ ‭time‬ ‭of‬
‭initiation‬‭of‬‭the‬‭eConsult,‬ ‭status‬‭of‬‭the‬‭eConsult‬‭(In‬‭progress,‬‭Completed),‬‭date‬‭of‬‭completion‬‭of‬‭the‬‭eConsult,‬
‭act‬‭code),‬‭for‬‭the‬‭purposes‬‭of‬‭improving‬‭its‬‭eConsult‬‭solution‬‭and‬‭compiling‬‭and‬‭using‬‭statistics‬‭relating‬‭to‬‭the‬
‭care pathway.‬

‭-‬ ‭Undertakes‬ ‭to‬ ‭inform‬ ‭the‬ ‭Data‬ ‭Subjects‬ ‭of‬ ‭the‬ ‭transmission‬ ‭of‬ ‭their‬ ‭data‬ ‭to‬ ‭Omnidoc‬ ‭for‬ ‭the‬ ‭purposes‬ ‭of‬
‭improving its solution and compiling and using statistics relating to the care pathway.‬

‭14.9.‬‭Details of the Data Protection Officer(s) and contact points‬

‭●‬ ‭Omnidoc contact details‬

‭Omnidoc has appointed a Data Protection Officer at the CNIL who can be contacted at the following address:‬

‭Omnidoc - 9 rue des Colonnes, 75002 Paris‬

‭contact_GDPR@omnidoc.fr‬

‭For‬ ‭any‬ ‭question‬ ‭relating‬ ‭to‬ ‭the‬ ‭protection‬ ‭of‬ ‭Personal‬ ‭Data,‬ ‭the‬‭Concerned‬‭User‬‭is‬ ‭invited‬‭as‬‭a‬‭matter‬‭of‬‭priority‬‭to‬
‭contact Omnidoc's Data Protection Officer, who acts as Omnidoc's point of contact.‬

‭●‬ ‭User contact details‬

‭For‬‭any‬‭question‬‭relating‬‭to‬‭the‬‭protection‬‭of‬‭Personal‬‭Data,‬‭Omnidoc‬‭will‬‭contact‬‭the‬‭User‬‭concerned‬‭using‬‭the‬‭e-mail‬
‭address provided when the User's account was created on the Platform.‬

‭These‬‭contact‬‭details‬‭will‬ ‭also‬‭be‬‭used‬‭by‬‭Omnidoc‬‭to‬‭carry‬‭out‬‭the‬‭various‬‭notifications‬‭and/or‬‭information‬‭mentioned‬
‭in this‬‭Article 14.‬

‭15.‬ ‭Suspension and termination access to the Platform‬

‭Without‬‭prejudice‬‭to‬‭any‬‭other‬‭rights‬‭or‬‭remedies‬‭available‬‭to‬‭Omnidoc,‬‭Omnidoc‬‭may,‬‭unilaterally,‬ ‭automatically‬‭and‬
‭without‬ ‭notice,‬ ‭suspend‬ ‭or‬ ‭limit‬ ‭a‬ ‭User‬ ‭Account‬ ‭or‬ ‭terminate‬ ‭a‬ ‭User‬ ‭Account,‬‭permanently‬‭or‬‭temporarily,‬ ‭(i)‬ ‭in‬‭the‬
‭event‬‭of‬‭breach‬‭of‬‭these‬‭GTCU,‬‭the‬‭applicable‬‭Agreement,‬‭or‬‭any‬‭applicable‬‭law‬‭or‬‭regulation;‬‭(ii)‬‭in‬‭the‬‭event‬‭of‬‭use‬‭of‬
‭the‬‭Platform‬‭likely‬‭to‬‭prejudice‬‭or‬‭infringe‬‭upon‬‭the‬‭rights‬‭of‬‭third‬‭parties;‬‭(iii)‬‭in‬‭the‬‭event‬‭of‬‭use‬‭of‬‭the‬‭Platform‬‭likely‬
‭to‬ ‭prejudice‬ ‭or‬ ‭infringe‬ ‭upon‬ ‭the‬ ‭proper‬ ‭functioning‬ ‭of‬ ‭the‬ ‭Platform‬ ‭and/or‬ ‭the‬ ‭Omnidoc‬ ‭Service‬ ‭and‬ ‭its‬ ‭use‬ ‭by‬
‭Healthcare‬‭Professionals,‬ ‭Users‬‭or‬‭any‬‭Omnidoc‬‭customer,‬‭partner‬‭or‬‭service‬‭provider;‬‭(iv)‬‭if‬ ‭the‬‭law‬‭or‬‭any‬‭applicable‬
‭regulation‬‭nd/or‬‭any‬‭judicial,‬ ‭administrative‬‭or‬‭governmental‬‭authority‬‭requires‬‭Omnidoc‬‭to‬‭suspend,‬‭limit‬‭or‬‭terminate‬
‭a User Account; (v) if required by the Customer or a Director for any reason.‬
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‭Access to the Platform may also be terminated in all cases provided for in these Terms of Use.‬

‭In‬‭the‬‭event‬‭of‬‭expiry‬‭or‬‭termination‬‭of‬‭the‬‭corresponding‬‭Network‬‭Contract‬‭between‬‭the‬‭Customer‬‭and‬‭Omnidoc,‬‭the‬
‭User‬‭is‬ ‭hereby‬‭informed‬‭that‬‭Healthcare‬‭Professionals'‬‭User‬‭Accounts‬‭are‬‭not‬‭automatically‬‭deactivated,‬‭unless‬‭the‬‭User‬
‭submits‬ ‭a‬ ‭written‬ ‭request‬ ‭under‬‭the‬‭conditions‬‭set‬‭out‬‭in‬ ‭Article‬‭16‬ ‭below.‬‭In‬‭such‬‭a‬‭case,‬‭the‬‭User‬‭Account‬‭remains‬
‭personal‬ ‭and‬ ‭unique‬ ‭to‬ ‭the‬ ‭Healthcare‬ ‭Professional,‬ ‭who‬ ‭may‬ ‭continue‬ ‭to‬ ‭access‬ ‭the‬ ‭Platform‬ ‭free‬ ‭of‬ ‭charge‬ ‭as‬‭an‬
‭Individual‬‭Professional,‬ ‭with‬‭the‬‭proviso‬‭that‬‭the‬‭Healthcare‬‭Professional‬‭will‬ ‭no‬‭longer‬‭have‬‭access‬‭to‬‭the‬‭Customer's‬
‭Network and related eConsult data.‬

‭16.‬ ‭Deletion of a User Account and return of data‬

‭The‬‭User‬‭may‬‭delete‬‭his/her‬‭User‬‭Account‬‭at‬‭any‬‭time‬‭by‬‭sending‬‭an‬‭email‬‭to‬‭following‬‭address:‬‭support@omnidoc.de‬
‭or‬ ‭via‬ ‭the‬ ‭Platform.‬ ‭You‬ ‭acknowledge‬ ‭and‬ ‭agree‬ ‭that,‬ ‭in‬ ‭such‬ ‭a‬ ‭case,‬ ‭We‬ ‭will‬ ‭deactivate‬ ‭Your‬ ‭Identifiers‬ ‭and‬ ‭the‬
‭associated Account.‬

‭Once‬ ‭the‬ ‭User‬ ‭Account‬ ‭has‬ ‭been‬ ‭deleted,‬ ‭the‬ ‭Healthcare‬ ‭Professional‬ ‭will‬ ‭no‬ ‭longer‬ ‭have‬ ‭access‬ ‭to‬ ‭the‬ ‭content‬
‭exchanged‬‭and/or‬‭stored‬‭on‬‭the‬‭Platform.‬‭The‬‭User‬‭may‬‭request‬‭the‬‭return‬‭of‬‭these‬‭elements‬‭from‬‭Omnidoc‬‭by‬‭sending‬
‭an e-mail to the address mentioned in the previous paragraph.‬

‭17.‬ ‭Miscellaneous‬

‭17.1.‬‭Waiver‬

‭The‬‭fact‬‭that‬‭one‬‭of‬‭the‬‭Parties‬‭does‬‭not‬‭invoke‬‭a‬‭provision‬‭at‬‭a‬‭given‬‭time‬‭shall‬ ‭not‬‭be‬‭considered‬‭as‬‭a‬‭waiver‬‭of‬‭the‬
‭benefit‬‭of‬‭said‬‭provision‬‭or‬‭of‬‭the‬‭right‬‭to‬‭subsequently‬‭avail‬‭itself‬‭of‬‭said‬‭provision‬‭and/or‬‭to‬‭request‬‭compensation‬‭for‬
‭any breach of said provision.‬

‭17.2.‬‭Partial nullity‬

‭In‬ ‭the‬ ‭event‬ ‭that‬ ‭any‬ ‭provision‬ ‭of‬ ‭these‬ ‭GTCU‬ ‭is‬ ‭invalid,‬ ‭illegal,‬ ‭unenforceable‬‭in‬‭any‬‭respect,‬ ‭the‬‭validity,‬ ‭legality‬‭or‬
‭enforceability‬ ‭of‬ ‭the‬ ‭remaining‬ ‭provisions‬ ‭of‬ ‭these‬ ‭GTCU‬ ‭shall‬ ‭not‬ ‭in‬ ‭any‬ ‭way‬ ‭be‬ ‭affected‬ ‭or‬ ‭impaired‬ ‭thereby,‬‭and‬
‭remaining provisions of these GTCU shall remain in full force and effect.‬

‭18.‬ ‭Applicable law and settlement of disputes‬

‭The GTCU are governed by French law.‬

‭Any‬ ‭dispute‬ ‭between‬ ‭the‬ ‭Parties‬ ‭concerning‬ ‭questions‬ ‭relating‬ ‭to‬ ‭these‬ ‭GTCU,‬ ‭their‬ ‭validity,‬ ‭enforceability,‬
‭interpretation‬‭or‬‭performance,‬‭which‬‭cannot‬‭be‬‭settled‬‭amicably,‬‭shall‬ ‭be‬‭submitted‬‭to‬‭the‬‭exclusive‬‭jurisdiction‬‭of‬‭the‬
‭Commercial‬ ‭Court‬ ‭of‬ ‭Paris,‬ ‭it‬ ‭being‬ ‭understood‬ ‭that‬ ‭each‬ ‭Party‬ ‭may‬ ‭request‬ ‭an‬ ‭immediate‬ ‭injunction‬ ‭from‬ ‭any‬
‭competent court.‬
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‭APPENDIX 1 - Details on the personal data processing operations‬
‭implemented‬

‭I.‬ ‭DETAILS‬ ‭OF‬ ‭THE‬ ‭PROCESSING‬ ‭CARRIED‬ ‭OUT‬ ‭BY‬ ‭OMNIDOC‬ ‭ON‬ ‭BEHALF‬ ‭OF‬ ‭THE‬ ‭USER‬
‭CONCERNED‬

‭Purpose and Object of Processing‬

‭The‬‭Personal‬‭Data‬‭are‬‭processed‬‭by‬‭Omnidoc,‬‭as‬‭Data‬‭Processor,‬‭in‬‭order‬‭to‬‭allow‬‭the‬‭Concerned‬‭Users‬‭to‬‭implement,‬
‭according‬‭to‬‭their‬‭role‬‭in‬‭the‬‭use‬‭of‬‭the‬‭Omnidoc‬‭Solution‬‭(Referring‬‭physicians‬‭or‬‭Consulting‬‭physicians),‬‭the‬‭following‬
‭Processing:‬

‭-‬ ‭For‬‭the‬‭User‬‭using‬‭the‬‭Omnidoc‬‭Solution‬‭as‬‭a‬‭Referring‬‭Physician:‬‭initiation‬‭of‬‭a‬‭eConsult‬‭procedure‬‭:‬‭hosting‬
‭of‬ ‭Recommendations‬ ‭requested‬ ‭and‬ ‭issued‬ ‭as‬ ‭part‬ ‭of‬ ‭the‬ ‭eConsult‬ ‭procedure‬‭and‬‭transmission‬‭of‬‭eConsult‬
‭conclusions to patients, by the Referring Physician acting as the Data Controller;‬

‭-‬ ‭For‬‭the‬‭User‬‭using‬‭the‬‭Omnidoc‬‭Solution‬‭as‬‭Consulting‬‭physician:‬‭Management‬‭and‬‭performance‬‭of‬‭eConsult‬
‭procedures:‬ ‭carrying‬ ‭out‬ ‭the‬ ‭eConsult‬ ‭act;‬ ‭exchanging‬ ‭communications‬ ‭between‬ ‭healthcare‬ ‭Practitioners;‬
‭hosting‬ ‭of‬ ‭recommendations‬ ‭requested‬ ‭and‬ ‭issued‬ ‭in‬ ‭the‬ ‭context‬ ‭of‬ ‭eConsult,‬ ‭by‬ ‭the‬ ‭Consulting‬ ‭Physician,‬
‭whether‬‭an‬‭Individual‬‭Practitioner‬‭or‬‭a‬‭Network‬‭Practitioner‬‭(excluding‬‭healthcare‬‭establishments)‬‭thus‬‭acting‬
‭as‬‭the‬‭Data‬‭Controller;‬‭exchanging‬‭data‬‭in‬‭the‬‭context‬‭of‬‭the‬‭connectors‬‭functionalities‬‭(data‬‭required‬‭for‬‭billing‬
‭the‬ ‭act;‬ ‭data‬ ‭relating‬ ‭to‬ ‭the‬ ‭eConsult‬ ‭report);‬ ‭feeding‬‭an‬‭internal‬‭directory‬‭to‬‭enable‬‭Referring‬‭Physicians‬‭t‬‭o‬
‭locate‬ ‭healthcare‬ ‭professionals‬ ‭and‬ ‭help‬ ‭them‬ ‭find‬ ‭a‬ ‭provider‬ ‭nearby.‬ ‭Please‬ ‭note‬ ‭that‬ ‭the‬ ‭data‬ ‭from‬ ‭this‬
‭directory‬ ‭may‬ ‭be‬ ‭shared‬ ‭with‬ ‭regional‬ ‭public‬ ‭institutions‬ ‭(notably‬ ‭ARS‬ ‭and‬ ‭GRADES)‬ ‭to‬ ‭facilitate‬ ‭the‬
‭dissemination‬‭of‬‭deployed‬‭medical‬‭projects‬‭and‬‭the‬‭organization‬‭of‬‭care‬‭pathways.‬‭This‬‭sharing‬‭is‬‭carried‬‭out‬‭in‬
‭strict‬‭compliance‬‭with‬‭the‬‭intended‬‭purposes‬‭and‬‭in‬‭no‬‭case‬‭involves‬‭data‬‭exchanged‬‭on‬‭the‬‭platform‬‭or‬‭users’‬
‭contact‬‭details.‬ ‭Users‬‭can‬‭disable‬‭the‬‭visibility‬‭of‬‭their‬‭listing‬‭in‬‭the‬‭directory‬‭from‬‭their‬‭settings‬‭or‬‭object‬‭to‬‭the‬
‭sharing with regional institutions by sending a request to the following address: dpo@omnidoc.fr.‬

‭The‬‭Personal‬‭Data‬‭are‬‭processed‬‭by‬‭Omnidoc,‬‭Data‬‭Processor,‬‭within‬‭the‬‭framework‬‭of‬‭the‬‭provision‬‭of‬‭the‬‭Platform‬‭and‬
‭the Omnidoc Service described in the GTCU.‬

‭Type of treatment‬

‭Personal Data will be subject to the following basic processing activities:‬

‭Collection;‬ ‭Organization;‬‭Structuring;‬‭Storage;‬‭Retrieval;‬ ‭Consultation;‬‭Communication‬‭by‬‭transmission;‬‭Dissemination;‬
‭Comparison; Hosting; Capture; Recording; Modification and Deletion.‬

‭Platform maintenance and IT support.‬

‭Treatment duration‬

‭It‬ ‭should‬ ‭be‬ ‭noted‬ ‭that‬ ‭the‬ ‭Platform‬ ‭is‬ ‭an‬ ‭eConsult‬ ‭solution,‬ ‭and‬ ‭is‬ ‭not‬ ‭intended‬‭to‬‭replace‬‭patient‬‭medical‬‭records‬
‭created‬ ‭and‬ ‭maintained‬ ‭by‬ ‭Referring‬ ‭physicians‬ ‭and‬ ‭Consulting‬ ‭physicians.‬ ‭Referring‬ ‭physicians‬ ‭and‬ ‭Consulting‬
‭physicians‬ ‭must‬ ‭therefore‬ ‭download‬ ‭the‬ ‭eConsult‬ ‭report‬ ‭produced‬ ‭by‬ ‭the‬ ‭Platform‬ ‭at‬ ‭the‬ ‭end‬ ‭of‬ ‭the‬ ‭eConsult‬ ‭and‬
‭integrate‬‭it‬‭into‬‭their‬‭patients'‬‭medical‬‭files‬‭(or‬‭use‬‭the‬‭dedicated‬‭connector‬‭to‬‭facilitate‬‭and‬‭simplify‬‭integration‬‭into‬‭the‬
‭medical‬‭file),‬ ‭so‬‭that‬‭the‬‭information‬‭integrated‬‭therein‬‭is‬‭kept‬‭within‬‭these‬‭files‬‭for‬‭the‬‭time‬‭required‬‭to‬‭monitor‬‭the‬
‭patient and the medical responsibilities associated with the medical acts.‬

‭It‬ ‭is‬ ‭further‬‭specified‬‭that‬‭patients'‬ ‭Personal‬‭Health‬‭Data‬‭will‬ ‭be‬‭processed‬‭in‬‭accordance‬‭with‬‭the‬‭duration‬‭set‬‭by‬‭the‬
‭Consulting‬ ‭physicians‬ ‭(and/or‬ ‭their‬ ‭instructions),‬ ‭whether‬ ‭they‬ ‭are‬ ‭Individual‬ ‭Practitioners‬ ‭or‬ ‭Network‬ ‭Practitioners‬
‭(excluding healthcare institutions).‬
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‭These‬‭retention‬‭periods‬‭are‬‭transmitted‬‭to‬‭Omnidoc‬‭via‬‭the‬‭Platform's‬‭retention‬‭period‬‭settings‬‭or‬‭by‬‭any‬‭other‬‭means‬
‭(email).‬

‭Please‬‭note‬‭that‬‭for‬‭Consulting‬‭physicians‬‭using‬‭the‬‭Platform‬‭as‬‭part‬‭of‬‭their‬‭activity‬‭within‬‭a‬‭healthcare‬‭establishment,‬
‭the retention period for eConsult acts is set by the healthcare establishment.‬

‭Insofar‬ ‭as‬ ‭the‬ ‭retention‬ ‭periods‬ ‭for‬ ‭Personal‬ ‭Data‬ ‭relating‬ ‭to‬ ‭eConsult‬ ‭procedures‬ ‭are‬‭determined‬‭by‬‭the‬‭Consulting‬
‭physicians,‬ ‭whether‬ ‭they‬ ‭are‬ ‭Individual‬ ‭Practitioners‬ ‭or‬ ‭Network‬ ‭Practitioners‬ ‭(excluding‬‭healthcare‬‭institutions),‬ ‭the‬
‭Referring‬‭physicians,‬‭who‬‭initiated‬‭the‬‭eConsult‬‭procedure‬‭will‬‭be‬‭informed‬‭of‬‭the‬‭imminent‬‭deletion‬‭of‬‭the‬‭data‬‭related‬
‭to‬ ‭the‬ ‭eConsult‬ ‭procedure‬ ‭(in‬ ‭accordance‬ ‭with‬ ‭the‬ ‭retention‬ ‭period‬ ‭settings‬ ‭defined‬ ‭by‬ ‭the‬ ‭Consulting‬ ‭physicians,‬
‭whether‬‭they‬‭are‬‭Individual‬‭Practitioners‬‭or‬‭Network‬‭Practitioners‬‭(excluding‬‭healthcare‬‭institutions)),‬‭to‬‭enable‬‭them,‬‭if‬
‭necessary, to download any missing reports and integrate them into their patients' medical files.‬

‭Categories of persons concerned‬

‭The Personal Data processed concerns the following categories of Data Subjects:‬
‭–‬ ‭Referring physicians practicing as Individual Practitioners;‬
‭–‬ ‭the‬ ‭Referring‬ ‭physicians,‬ ‭whether‬ ‭they‬ ‭are‬ ‭Individual‬ ‭Professionals‬ ‭or‬ ‭Network‬ ‭Professionals‬ ‭(excluding‬

‭healthcare institutions)‬
‭–‬ ‭patients who are the subject of a eConsult Recommendations Request.‬

‭Categories of Personal Data concerned‬

‭The Personal Data processed concerns the following categories of data (including any special categories of data):‬

‭-‬ ‭Concerning Concerned Users :‬
‭o‬ ‭Concerning‬‭Consulting‬‭physicians,‬‭whether‬‭they‬‭are‬‭Individual‬‭Professionals‬‭or‬‭Network‬‭Professionals‬

‭(excluding‬ ‭healthcare‬ ‭institutions):‬ ‭identification‬ ‭data‬ ‭(including‬ ‭surname,‬ ‭first‬ ‭name);‬ ‭professional‬
‭telephone‬ ‭number‬ ‭and‬ ‭email‬ ‭address;‬ ‭profession‬ ‭and‬ ‭place‬ ‭of‬ ‭practice;‬ ‭identification‬ ‭numbers;‬
‭eConsult‬‭requirements‬‭(Medical‬‭instructions;‬‭Response‬‭templates);‬ ‭list‬‭of‬‭eConsults‬‭performed‬‭;‬‭date‬
‭of‬ ‭eConsult‬ ‭request‬ ‭and‬ ‭completion‬ ‭of‬ ‭eConsult;‬ ‭recommendations‬ ‭issued,‬ ‭including‬ ‭health‬ ‭data‬
‭relating‬‭to‬‭both‬‭the‬‭pathologies‬‭of‬‭the‬‭patients‬‭for‬‭whom‬‭an‬‭opinion‬‭is‬‭issued‬‭and‬‭data‬‭relating‬‭to‬‭the‬
‭diagnosis made; voice and image; signature; eConsult status; procedure code; Billing status.‬

‭o‬ ‭Concerning‬ ‭Referring‬ ‭physicians:‬ ‭identification‬ ‭data‬ ‭(including‬ ‭surname,‬ ‭first‬ ‭name,‬ ‭professional‬
‭telephone‬ ‭number‬ ‭and‬ ‭e-mail‬ ‭address);‬ ‭profession;‬ ‭place‬ ‭of‬ ‭practice;‬‭identification‬‭numbers;‬‭list‬‭of‬
‭eConsult‬ ‭requests;‬ ‭date‬ ‭of‬ ‭eConsult‬ ‭request‬ ‭and‬ ‭completion‬ ‭of‬ ‭eConsult;‬ ‭recommendations‬
‭requested,‬‭which‬‭may‬‭include‬‭health‬‭data‬‭relating‬‭to‬‭the‬‭pathologies‬‭of‬‭patients‬‭for‬‭whom‬‭an‬‭opinion‬
‭is requested; voice and image; signature; eConsult status; procedure code.‬

‭-‬ ‭Concerning‬ ‭patients‬ ‭:‬ ‭identification‬ ‭data‬ ‭(and‬ ‭in‬ ‭particular‬ ‭surnames,‬ ‭first‬ ‭names,‬ ‭dates‬ ‭and‬ ‭place‬ ‭of‬ ‭birth,‬
‭gender),‬ ‭social‬ ‭security‬‭number;‬‭insured‬‭status;‬‭telephone‬‭number;‬‭address;‬‭fund‬‭code,‬‭center‬‭code;‬‭pathology‬
‭and‬ ‭any‬ ‭medical‬ ‭history;‬ ‭any‬ ‭element‬ ‭communicated‬ ‭by‬ ‭the‬ ‭Referring‬ ‭Physician‬ ‭spontaneously‬ ‭and/or‬
‭requested‬‭by‬‭the‬‭Consulting‬‭physician,‬‭whether‬‭an‬‭Individual‬‭Professional‬‭or‬‭a‬‭Network‬‭Professional‬‭(excluding‬
‭healthcare‬ ‭institutions),‬ ‭in‬ ‭the‬ ‭context‬ ‭of‬ ‭the‬ ‭eConsult‬ ‭procedure;‬ ‭recommendations‬ ‭issued‬ ‭concerning‬ ‭the‬
‭eConsult request; any images.‬

‭19‬



‭II.‬ ‭LIST‬ ‭OF AUTHORIZED DATA RPOCESSORS AND TRANSFERS OUTSIDE THE EUROPEAN‬
‭UNION‬

‭The‬ ‭current‬ ‭list‬ ‭of‬ ‭Omnidoc's‬ ‭Data‬ ‭Processors‬ ‭authorized‬ ‭to‬ ‭intervene‬ ‭in‬ ‭the‬ ‭provision‬ ‭of‬ ‭services‬ ‭involving‬ ‭the‬
‭Processing of Personal Data is as follows:‬

‭Identification of
‭Subsequent‬
‭Data Processor‬

‭Nature and purpose of the processing operations carried out‬ ‭Location of teams‬
‭involved‬
‭In the case of data‬
‭transfers outside the EU,
‭guarantees implemented

‭OVH (for hosting‬
‭purposes)‬

‭Hosting of the platform and databases.‬

‭OVH holds the Health Data Host certification:‬
‭https://www.ovhcloud.com/en/compliance/hds/‬

‭European Union‬

‭Partitio‬ ‭Partitio Server management services.‬

‭Partitio holds the Health Data Host certification:‬
‭https://partitio.com/une-infrastructure-hds-quest-ce-que-cest/‬

‭European Union‬

‭OVH‬ ‭Sending SMS messages with a unique access code to secure access to the‬

‭Platform. Sending SMS reminders if a request remains unanswered for 5‬

‭days.‬

‭No health data processing.‬

‭European Union‬

‭Twilio‬ ‭Sending an SMS with a unique access to secure access to the Platform.‬

‭Send welcome emails (using Sendgrid) and newsletters.‬

‭No health data processing.‬

‭United States: transfers‬
‭based standard‬
‭contractual clauses‬

‭Mailgun‬ ‭Sending transactional emails relating to activity carried out on the Platform

‭(receipt of a request from a Referring physician; receipt of‬

‭Recommendations from a Consulting physician). Sending SMS reminders if 

‭Request remains unanswered for 5 days.‬

‭No health data processing.‬

‭United States: transfers‬
‭based standard‬
‭contractual clauses‬
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‭Wraptor‬ ‭Data transmission via a secure healthcare messaging system when the‬
‭following functionalities are used:‬

‭-‬ ‭messaging functionality between Consulting physicians and‬
‭Referring physicians‬

‭-‬ ‭billing and report integration connectors according to the data‬
‭exchange modalities selected by the Customer.‬

‭European Union‬

‭Whereby‬ ‭Transmission of video call data, including health data, when using the‬
‭videoconferencing functionality for Multidisciplinary team meetings,‬
‭without storage of such data.‬

‭Hosting of connection data of users using the videoconferencing‬
‭functionality for Multidisciplinary team meetings: to the videoconferencing
‭solution: last name, first name and IP address.‬

‭Norway: Member of the‬
‭European Economic Area
‭subject to the GDPR‬

‭Lifen‬ ‭Hosting of the mirror patient database and transmission of data for the use
‭of the Billing and Report integration connectors, according to the data‬
‭exchange methods selected by the customer.‬

‭European Union‬

‭Google‬ ‭Dashboards available via Google Data Studio‬

‭No health data processing‬

‭United States: transfers‬
‭based standard‬
‭contractual clauses‬

‭Hubspot‬ ‭Customer relationship management and support (centralization and‬
‭distribution of requests to the Omnidoc teams).‬

‭No processing of health data.‬

‭United States: transfers‬
‭based on Standard‬
‭Contractual Clauses.‬

‭The servers are located in
‭the EU (Germany).‬
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‭APPENDIX 2 - SAFETY MEASURES IMPLEMENTED‬

‭As part of its services, the Service Provider implements the following security measures:‬

‭Strong authentication‬

‭Access‬ ‭to‬ ‭the‬ ‭platform‬ ‭is‬ ‭reserved‬ ‭for‬ ‭healthcare‬ ‭practitioners‬ ‭Properly‬ ‭registered‬ ‭with‬ ‭the‬ ‭competent‬ ‭health‬

‭authorities. Their identity is verified upon registration.‬

‭For‬‭subsequent‬‭logins,‬‭will‬ ‭need‬‭to‬‭perform‬‭a‬‭two-factor‬‭authentication‬‭via‬‭email‬‭/‬‭password‬‭and‬‭a‬‭one-time‬‭code‬‭sent‬

‭by‬‭email‬ ‭or‬‭SMS.‬‭When‬‭logging‬‭in,‬ ‭the‬‭user‬‭can‬‭choose‬‭to‬‭check‬‭the‬‭"Remember‬‭device"‬‭box,‬‭which‬‭enables‬‭the‬‭device‬

‭to‬ ‭act‬‭as‬‭a‬‭second‬‭factor‬‭for‬‭subsequent‬‭logins‬‭(i.e.,‬ ‭the‬‭email‬ ‭and‬‭password‬‭are‬‭sufficient‬‭if‬ ‭the‬‭user‬‭logs‬‭in‬‭from‬‭the‬

‭same device and checked this box during the previous log-in).‬

‭Healthcare‬ ‭facility‬ ‭customers‬ ‭can‬ ‭also‬ ‭set‬ ‭up‬ ‭administrator‬ ‭accounts‬ ‭to‬ ‭facilitate‬ ‭data‬ ‭integration‬ ‭into‬ ‭their‬‭systems.‬

‭These accounts are created by Omnidoc at the customer's request, and are also protected by strong authentication.‬

‭HDS certification‬

‭All data stored on the Omnidoc platform is stored on HDS databases hosted by OVH and managed by Partitio. Both are‬
‭both HDS-certified for their respective perimeters, and implement strong security measures that are audited as part of‬
‭this certification. Please see below for more information :‬

‭(‬‭https://www.ovhcloud.com/en/compliance/hds/)‬

‭(‬‭https://partitio.com/une-infrastructure-hds-quest-ce-que-cest/)‬

‭Server localization‬

‭The‬‭OVH‬‭servers‬‭used‬‭to‬‭store‬‭Omnidoc‬‭data‬‭are‬‭located‬‭exclusively‬‭in‬‭France:‬‭Gravelines,‬‭Strasbourg,‬‭and‬‭Roubaix‬‭(see‬

‭this web page‬‭for more information).‬

‭Encryption‬

‭Backups‬ ‭will‬ ‭be‬ ‭encrypted‬ ‭with‬ ‭AES256,‬ ‭and‬ ‭the‬ ‭key‬ ‭will‬ ‭be‬ ‭stored,‬ ‭also‬ ‭encrypted,‬ ‭in‬ ‭a‬ ‭secure‬ ‭password‬ ‭manager‬

‭managed‬ ‭by‬ ‭the‬ ‭outsourcer.‬ ‭Application‬ ‭encryption‬‭will‬ ‭be‬‭managed‬‭by‬‭Omnidoc‬‭without‬‭modification.‬‭Access‬‭to‬‭the‬

‭site‬ ‭will‬ ‭be‬ ‭via‬ ‭a‬ ‭secure‬ ‭TLS‬ ‭connection,‬ ‭and‬ ‭the‬ ‭certificate‬ ‭will‬ ‭be‬‭generated‬‭by‬‭a‬‭third-party‬‭authority.‬ ‭Data‬‭will‬ ‭be‬

‭stored encrypted in the database.‬

‭Encrypting Network Connections‬

‭All‬ ‭connections‬ ‭between‬ ‭the‬ ‭Customer‬ ‭and‬ ‭its‬ ‭authorized‬ ‭users,‬ ‭as‬ ‭well‬ ‭as‬ ‭third-party‬ ‭Referring‬ ‭physicians‬ ‭(Web‬

‭browser) and Omnidoc servers, are made via encrypted calls (HTTPS).‬

‭Encryption of Personal Health Data‬

‭An‬‭eConsult‬‭contains‬‭Personal‬‭Health‬‭Data,‬‭i.e.‬‭patient‬‭identification‬‭data‬‭(surname,‬‭first‬‭name‬‭and‬‭other‬‭administrative‬

‭data)‬ ‭and‬ ‭health‬ ‭data‬ ‭(description‬ ‭and‬ ‭attachments,‬ ‭as‬ ‭well‬ ‭as‬ ‭recommendations‬ ‭and‬ ‭diagnoses‬ ‭issued).‬ ‭All‬ ‭textual‬

‭health‬‭data‬‭is‬‭encrypted.‬‭Fraudulent‬‭access‬‭to‬‭the‬‭database‬‭would‬‭therefore‬‭not‬‭enable‬‭health‬‭data‬‭to‬‭be‬‭obtained‬‭or‬

‭associated with a patient.‬

‭Omnidoc uses a cryptography library (cryptography.io) to encrypt data before storing it.‬
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‭Medical confidentiality‬

‭To‬ ‭be‬ ‭able‬ ‭to‬ ‭decrypt‬ ‭this‬ ‭data,‬ ‭you‬ ‭must‬ ‭be‬ ‭the‬ ‭author‬‭or‬‭Recipient‬‭of‬‭the‬‭Request.‬ ‭Note‬‭that‬‭when‬‭the‬‭Request‬‭is‬

‭addressed‬ ‭to‬ ‭a‬ ‭group,‬ ‭for‬ ‭example‬ ‭a‬ ‭hospital‬ ‭department,‬ ‭the‬ ‭Recipient‬ ‭is‬ ‭understood‬ ‭to‬ ‭be‬ ‭all‬ ‭the‬ ‭doctors‬ ‭and‬

‭assistants‬‭in‬‭the‬‭group.‬‭No‬‭other‬‭user‬‭or‬‭Omnidoc‬‭employee‬‭(nor‬‭any‬‭employee‬‭of‬‭subcontractors‬‭OVH‬‭and‬‭Partitio)‬‭has‬

‭access to health data in unencrypted form.‬

‭Action traceability‬

‭Events,‬‭governed‬‭by‬‭ISO‬‭27001,‬‭the‬‭HDS‬‭standard‬‭and‬‭ANSSI‬‭recommendations,‬‭will‬‭be‬‭logged‬‭and‬‭time-stamped.‬‭They‬

‭will‬‭be‬‭kept‬‭for‬‭one‬‭year,‬‭and‬‭will‬‭be‬‭backed‬‭up‬‭in‬‭compliance‬‭with‬‭the‬‭general‬‭backup‬‭policy.‬‭Bastion‬‭recordings‬‭will‬‭also‬

‭comply with these logging policies.‬

‭Third-party cookie‬

‭No cookies not strictly necessary for the provision of the service are deposited when users access the Omnidoc platform.‬

‭Permission system for data access‬

‭Users‬‭who‬‭are‬‭not‬‭logged‬‭in‬‭or‬‭validated‬‭have‬‭no‬‭access‬‭to‬‭sensitive‬‭data.‬‭Validated‬‭users‬‭only‬‭have‬‭access‬‭to‬‭eConsults‬

‭for which they are the author or Recipient.‬

‭Note‬‭that‬‭when‬‭the‬‭Request‬‭is‬ ‭addressed‬‭to‬‭a‬‭group,‬‭for‬‭example‬‭a‬‭hospital‬‭department,‬‭the‬‭Recipient‬‭is‬‭understood‬‭to‬

‭be all the doctors and assistants in the group.‬

‭Means to guarantee constant system availability and resilience‬

‭Partitio‬‭implements‬‭a‬‭backup‬‭platform‬‭consisting‬‭of‬‭a‬‭set‬‭of‬‭VMs‬‭dedicated‬‭to‬‭the‬‭VEEAM‬‭solution‬‭on‬‭Partitio's‬‭Private‬

‭Cloud,‬ ‭as‬ ‭well‬ ‭as‬ ‭several‬ ‭dedicated‬ ‭physical‬ ‭servers‬ ‭for‬ ‭backup‬ ‭storage.‬ ‭All‬ ‭these‬ ‭elements‬ ‭are‬ ‭networked‬ ‭within‬ ‭a‬

‭specific Network dedicated to Partitio's tools.‬

‭To‬ ‭ensure‬ ‭optimum‬ ‭security,‬ ‭the‬ ‭backup‬ ‭servers‬ ‭are‬ ‭not‬ ‭accessible‬ ‭from‬ ‭the‬ ‭outside,‬ ‭and‬ ‭backups‬ ‭are‬ ‭encrypted‬ ‭in‬

‭transit and on storage.‬

‭Backups‬‭are‬‭carried‬‭out‬‭on‬‭a‬‭daily‬‭basis,‬ ‭and‬‭a‬‭report‬‭is‬ ‭sent‬‭to‬‭the‬‭Partitio‬‭teams‬‭to‬‭check‬‭that‬‭the‬‭backup‬‭is‬‭working‬

‭properly.‬

‭In‬‭the‬‭event‬‭of‬‭a‬‭backup‬‭error,‬‭an‬‭action‬‭plan‬‭is‬‭put‬‭in‬‭place‬‭to‬‭correct‬‭the‬‭error.‬‭At‬‭level‬‭1,‬‭the‬‭Operations‬‭team‬‭takes‬

‭charge‬ ‭of‬ ‭the‬ ‭action.‬ ‭If‬ ‭this‬ ‭action‬ ‭does‬‭not‬‭resolve‬‭the‬‭problem,‬‭a‬‭technical‬‭escalation‬‭is‬‭carried‬‭out‬‭to‬‭level‬‭2.‬ ‭If‬ ‭no‬

‭solution is found, a ticket is opened with the software publisher until the incident is resolved.‬

‭Backups are replicated to a different zone located at a distance of over 200km (OVH Paris) and stored for 30 days.‬

‭Partitio‬ ‭will‬ ‭restore‬ ‭data‬ ‭if‬ ‭necessary‬ ‭or‬ ‭on‬ ‭Omnidoc's‬ ‭specific‬ ‭request.‬ ‭A‬‭restore‬‭test‬‭is‬ ‭carried‬‭out‬‭twice‬‭a‬‭year‬‭and‬

‭logged‬‭in‬‭a‬‭ticket.‬‭Backups‬‭are‬‭made‬‭daily‬‭and‬‭are‬‭kept‬‭for‬‭30‬‭days.‬‭They‬‭are‬‭encrypted‬‭in‬‭transit‬‭and‬‭on‬‭disk.‬‭They‬‭will‬

‭also be replicated on a second datacenter at least 200 km away from the main datacenter.‬

‭Network‬

‭Only‬ ‭necessary‬ ‭flows‬ ‭will‬ ‭be‬ ‭opened,‬ ‭and‬ ‭modifications‬ ‭will‬ ‭be‬ ‭tracked‬ ‭by‬ ‭a‬ ‭ticketing‬ ‭system.‬ ‭All‬ ‭equipment‬ ‭will‬ ‭be‬

‭placed‬‭in‬‭an‬‭isolated‬‭virtual‬‭Network,‬‭behind‬‭a‬‭firewall‬ ‭that‬‭will‬ ‭filter‬‭traffic‬‭according‬‭to‬‭defined‬‭policies.‬‭Access‬‭to‬‭the‬
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‭infrastructure will be via an SSL VPN, then a Bastion tracing system with nominative accounts.‬

‭Regular audits of the effectiveness of Technical and Organizational Measures‬

‭Partitio‬‭uses‬‭various‬‭tools‬‭to‬‭supervise‬‭Omnidoc's‬‭managed‬‭infrastructure,‬‭including‬‭system‬‭elements‬‭(CPU,‬‭RAM,‬‭disks)‬

‭and application elements (application services, databases, etc.).‬

‭These tools are Prometheus, Grafana and Logstash. They use the SNMP protocol to retrieve server metrics.‬

‭When‬ ‭an‬ ‭incident‬ ‭is‬ ‭reported‬ ‭by‬ ‭the‬ ‭supervision‬ ‭tool,‬ ‭it‬ ‭is‬ ‭categorized‬ ‭(P1,‬ ‭P2,‬‭P3,‬‭P4),‬ ‭and‬‭major‬‭incidents‬‭(P1)‬‭are‬

‭treated as a priority within one working hour. P2 incidents are dealt with within 2 working hours.‬

‭Data Breach Detection‬

‭Partitio keeps the following logs for 1 year:‬

‭●‬ ‭Authentication on hosted servers and security gateways ;‬

‭●‬ ‭Account and rights management (create/modify/delete) ;‬

‭●‬ ‭Modifying security strategies ;‬

‭●‬ ‭Service activity (start/stop/malfunction) ;‬

‭●‬ ‭Attempted intrusion on security gateways ;‬

‭Omnidoc logs are integrated into Partitio's log centralization system, thus respecting the HDS hosting framework.‬

‭These‬‭logs‬‭are‬‭also‬‭backed‬‭up‬‭according‬‭to‬‭the‬‭same‬‭policy‬‭as‬‭application‬‭services:‬‭daily‬‭backup‬‭with‬‭a‬‭30-day‬‭retention‬

‭period.‬

‭Computer security‬

‭Servers‬ ‭will‬ ‭be‬ ‭equipped‬ ‭with‬ ‭a‬ ‭daily‬ ‭updated‬ ‭Antivirus‬ ‭and‬ ‭IPS‬ ‭to‬ ‭detect‬‭intrusions.‬‭Partitio‬‭keeps‬‭a‬‭close‬‭watch‬‭on‬

‭vulnerabilities, so as to be able to remedy them quickly.‬

‭Physical security of OVH servers‬

‭All‬ ‭areas‬ ‭will‬ ‭be‬ ‭protected‬ ‭by‬ ‭appropriate‬ ‭controls‬ ‭and‬ ‭monitored‬ ‭by‬ ‭video‬‭surveillance‬‭systems.‬‭Only‬‭the‬‭necessary‬

‭personnel‬ ‭will‬ ‭have‬ ‭access‬ ‭to‬ ‭these‬ ‭areas.‬ ‭The‬ ‭data‬ ‭centers‬ ‭will‬ ‭also‬ ‭be‬ ‭equipped‬ ‭with‬ ‭protective‬ ‭measures‬ ‭against‬

‭natural disasters, malicious attacks and accidents.‬

‭24‬


